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1. Aims
Believe Engage Succeed Trust (BEST) The Albany aims to ensure that all personal data
collected about staff, pupils, parents, governors, visitors and other individuals is collected,
stored and processed in accordance with the General Data Protection Regulation (GDPR) and
the provisions of the Data Protection Act 2018 (DPA 2018).
This policy applies to all personal data, regardless of whether it is in paper or electronic format.
2. Legislation and guidance
This policy meets the requirements of the GDPR and the provisions of the DPA 2018. It is
based on guidance published by the Information Commissioner’s Office (ICO) on the GDPR and
the ICO’s code of practice for subject access requests.
In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England)
Regulations 2005, which gives parents the right of access to their child’s educational record.
In addition, this policy complies with our funding agreement and articles of association.
3. Definitions
Term

Definition

Personal data

Any information relating to an identified, or
identifiable, individual.
This may include the individual’s:


Name (including initials)



Identification number



Location data



Online identifier, such as a username

It may also include factors specific to the
individual’s physical, physiological, genetic,
mental, economic, cultural or social identity.
Special categories of personal data

Personal data which is more sensitive and so
needs more protection, including information
about an individual’s:


Racial or ethnic origin



Political opinions



Religious or philosophical beliefs



Trade union membership



Genetics



Biometrics (such as fingerprints, retina and
iris patterns), where used for identification
purposes



Health – physical or mental



Sex life or sexual orientation
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Processing

Anything done to personal data, such as
collecting, recording, organising, structuring,
storing, adapting, altering, retrieving, using,
disseminating, erasing or destroying.
Processing can be automated or manual.

Data subject

The identified or identifiable individual whose
personal data is held or processed.

Data controller

A person or organisation that determines the
purposes and the means of processing of
personal data.

Data processor

A person or other body, other than an employee
of the data controller, who processes personal
data on behalf of the data controller.

Personal data breach

A breach of security leading to the accidental or
unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to personal
data.

4. The data controller
Our school processes personal data relating to parents, pupils, staff, governors, visitors and
others, and therefore is a data controller.
The Trust is registered as a data controller with the ICO and will renew this registration annually
or as otherwise legally required.
5. Roles and responsibilities
This policy applies to all staff employed in our school, and to external organisations or
individuals working on our behalf. Staff who do not comply with this policy may face disciplinary
action.
SEMH Local Governing Body
The governing body has overall responsibility for ensuring that our school complies with all
relevant data protection obligations.
Data protection officer
The data protection officer (DPO) is responsible for overseeing the implementation of this
policy, monitoring our compliance with data protection law, and developing related policies and
guidelines where applicable.
They will provide an annual report of their activities directly to the governing board and, where
relevant, report to the board their advice and recommendations on school data protection
issues.
The DPO is also the first point of contact for individuals whose data the school processes, and
for the ICO.
Our DPO is Schools’ Choice and is contactable via data.protection@schoolschoice.org
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Headteacher
The Headteacher acts as the representative of the data controller on a day-to-day basis.
All staff
Staff are responsible for:




Collecting, storing and processing any personal data in accordance with this policy.
Informing the school of any changes to their personal data, such as a change of
address.
Contacting the DPO in the following circumstances:
o With any questions about the operation of this policy, data protection law,
retaining personal data or keeping personal data secure.
o If they have any concerns that this policy is not being followed.
o If they are unsure whether or not they have a lawful basis to use personal data
in a particular way.
o If they need to rely on or capture consent, draft a privacy notice, deal with data
protection rights invoked by an individual, or transfer personal data outside the
European Economic Area.
o If there has been a data breach.
o Whenever they are engaging in a new activity that may affect the privacy rights
of individuals.
o If they need help with any contracts or sharing personal data with third parties.

6. Data protection principles
The GDPR is based on data protection principles that our school must comply with.
The principles say that personal data must be:
 Processed lawfully, fairly and in a transparent manner.
 Collected for specified, explicit and legitimate purposes.
 Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is
processed.
 Accurate and, where necessary, kept up to date.
 Kept for no longer than is necessary for the purposes for which it is processed.
 Processed in a way that ensures it is appropriately secure.
This policy sets out how the school aims to comply with these principles.
7. Collecting personal data
Lawfulness, fairness and transparency
We will only process personal data where we have one of 6 ‘lawful bases’ (legal reasons) to do
so under data protection law:






The data needs to be processed so that the school can fulfil a contract with the
individual, or the individual has asked the school to take specific steps before entering
into a contract.
The data needs to be processed so that the school can comply with a legal obligation.
The data needs to be processed to ensure the vital interests of the individual e.g. to
protect someone’s life.
The data needs to be processed so that the school, as a public authority, can perform a
task in the public interest, and carry out its official functions.
The data needs to be processed for the legitimate interests of the school or a third
party (provided the individual’s rights and freedoms are not overridden).
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The individual (or their parent/carer when appropriate in the case of a pupil) has freely
given clear consent.

For special categories of personal data, we will also meet one of the special category conditions
for processing which are set out in the GDPR and Data Protection Act 2018.
If we offer online services to pupils, such as classroom apps, and we intend to rely on consent
as a basis for processing, we will get parental consent where the pupil is under 13 (except for
online counselling and preventive services).
Whenever we first collect personal data directly from individuals, we will provide them with the
relevant information required by data protection law.
Our Privacy Notice for Parents details how we use pupil information and forms part of our
Student Induction Policy (Form 9) and is included at Appendix 11 to this policy.
Limitation, minimisation and accuracy
We will only collect personal data for specified, explicit and legitimate reasons. We will explain
these reasons to the individuals when we first collect their data.
If we want to use personal data for reasons other than those given when we first obtained it, we
will inform the individuals concerned before we do so, and seek consent where necessary.
Staff must only process personal data where it is necessary in order to do their jobs.
When staff no longer need the personal data they hold, they must ensure it is deleted or
anonymised. This will be done in accordance with the schools’ data retention policy.
8. Sharing personal data
We will not normally share personal data with anyone else, but may do so where:




There is an issue with a pupil or parent/carer that puts the safety of our staff at risk.
We need to liaise with other agencies – we will seek consent as necessary before doing
this.
Our suppliers or contractors need data to enable us to provide services to our staff and
pupils – for example, IT companies. When doing this, we will:
o Only appoint suppliers or contractors which can provide sufficient guarantees that
they comply with data protection law.
o Establish a data sharing agreement with the supplier or contractor, either in the
contract or as a standalone agreement, to ensure the fair and lawful processing of
any personal data we share.
o Only share data that the supplier or contractor needs to carry out their service,
and information necessary to keep them safe while working with us.

We will also share personal data with law enforcement and government bodies where we are
legally required to do so, including for:






The prevention or detection of crime and/or fraud.
The apprehension or prosecution of offenders.
The assessment or collection of tax owed to HMRC.
In connection with legal proceedings.
Where the disclosure is required to satisfy our safeguarding obligations
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Research and statistical purposes, as long as personal data is sufficiently anonymised or
consent has been provided.

We may also share personal data with emergency services and local authorities to help them to
respond to an emergency situation that affects any of our pupils or staff.
Where we transfer personal data to a country or territory outside the European Economic Area,
we will do so in accordance with data protection law.
9. Complaints
We take any complaints about our collection and use of personal information seriously. If you
think that our collection or use of personal information is unfair, misleading or inappropriate, or
have any other concerns about our data processing, please raise this with us in the first
instance by contacting the school office or Schools Choice on
data.protection@schoolschoice.org
Alternatively, you can make a complaint to the Information Commissioner’s Office:




Report a concern online at https://ico.org.uk/concerns/
Call 0303 123 1113
Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

10. Subject access requests and other rights of individuals
Subject access requests
Individuals have a right to make a ‘subject access request’ to gain access to personal
information that the school holds about them. This includes:









Confirmation that their personal data is being processed.
Access to a copy of the data.
The purposes of the data processing.
The categories of personal data concerned.
Who the data has been, or will be, shared with.
How long the data will be stored for, or if this isn’t possible, the criteria used to determine
this period.
The source of the data, if not the individual.
Whether any automated decision-making is being applied to their data, and what the
significance and consequences of this might be for the individual.

Subject access requests must be submitted to the DPO using the appendix contained at the
end of this document. They should include:





Name of individual.
Correspondence address.
Contact number and email address.
Details of the information requested.

If staff receive a subject access request they must immediately forward it to the DPO.
Children and subject access requests
Personal data about a child belongs to that child, and not the child's parents or carers. For a
parent or carer to make a subject access request with respect to their child, the child must either
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be unable to understand their rights and the implications of a subject access request, or have
given their consent.
Children aged 13 and above are generally regarded to be mature enough to understand their
rights and the implications of a subject access request. Therefore, most subject access
requests from parents or carers of pupils at our school may not be granted without the express
permission of the pupil. This is not a rule and a pupil’s ability to understand their rights will
always be judged on a case-by-case basis.
Responding to subject access requests
When responding to requests, we:






May ask the individual to provide 2 forms of identification.
May contact the individual via phone to confirm the request was made.
Will respond without delay and within 1 month of receipt of the request
Will provide the information free of charge.
May tell the individual we will comply within 3 months of receipt of the request, where a
request is complex or numerous. We will inform the individual of this within 1 month, and
explain why the extension is necessary.

We will not disclose information if it:





Might cause serious harm to the physical or mental health of the pupil or another
individual.
Would reveal that the child is at risk of abuse, where the disclosure of that information
would not be in the child’s best interests.
Is contained in adoption or parental order records.
Is given to a court in proceedings concerning the child.

If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable fee
which takes into account administrative costs.
A request will be deemed to be unfounded or excessive if it is repetitive, or asks for further
copies of the same information.
When we refuse a request, we will tell the individual why, and tell them they have the right to
complain to the ICO.
Other data protection rights of the individual
In addition to the right to make a subject access request (see above), and to receive information
when we are collecting their data about how we use and process it (see section 7), individuals
also have the right to:







Withdraw their consent to processing at any time.
Ask us to rectify, erase or restrict processing of their personal data, or object to the
processing of it (in certain circumstances).
Prevent use of their personal data for direct marketing.
Challenge processing which has been justified on the basis of public interest.
Request a copy of agreements under which their personal data is transferred outside of
the European Economic Area.
Object to decisions based solely on automated decision making or profiling (decisions
taken with no human involvement that might negatively affect them).
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Prevent processing that is likely to cause damage or distress.
Be notified of a data breach in certain circumstances.
Make a complaint to the ICO.
Ask for their personal data to be transferred to a third party in a structured, commonly
used and machine-readable format (in certain circumstances).

Individuals should submit any request to exercise these rights to the DPO. If staff receive such a
request, they must immediately forward it to the DPO.
11. Parental requests to see the educational record
Where a child attends a maintained school, parents have an independent right of access to their
child’s educational record. The Albany is not a maintained school. It is an academy, which is part
of the Believe Engage Succeed Trust. As an academy, there is no equivalent independent right
for parents to access their child’s educational record. However, in the interest of transparency,
The Albany will accept requests for parent’s independent access to their child’s educational
record. For further details, see our Privacy Notice for Parents, How we use Pupil Information
which is attached at Appendix 11.
12. Photographs and videos
As part of our school activities, we may take photographs and record images of individuals
within our school (students, staff and governors)
We will obtain written consent from parents/carers, and pupils aged 13 and over, for
photographs and videos to be taken of pupils for communication, marketing and promotional
materials. The photography consent forms part of our Student Induction Policy (Form 4) and is
attached at Appendix 10.
Where we need parental consent, we will clearly explain how the photograph and/or video will
be used to both the parent/carer and pupil. Where we don’t need parental consent, we will
clearly explain to the pupil how the photograph and/or video will be used.
Uses may include:




Within school on display boards and in the school prospectus, which is issued to
parents/carers of prospective students.
Outside of school by external agencies such as newspapers when events are publicised.
Online on our school website but not on our social media page.

Consent can be refused or withdrawn at any time. If consent is withdrawn, we will delete the
photograph or video and not distribute it further.
When using photographs and videos in this way we will not accompany them with any other
personal information about the child, to ensure they cannot be identified.
Photographic images of students are taken by staff in one of two ways:


Using school cameras, from which the images are then downloaded to Office 365
SharePoint or Arbor (both cloud based, GDPR compliant) or the school IT server, only
accessed from staff password protected laptops.

Page 10 of 72



Using staff mobile phones, which is deemed acceptable but only when following the
procedures in this policy, downloaded to Office 365, Arbor or the school IT server.
Paragraphs 18-24 contain further information on the use of personal mobile devices and
consequences of failure to comply.

In both instances images must be downloaded from the device used to capture the image
before the end of that working day, without exception, permanently deleted from the device and
in the case of school cameras, securely stored.
Students are not permitted to use their mobile phone to take videos or photographs of other
students or staff without the permission of the member of staff in charge of the activity, and only
if the recording is beneficial to their learning. Where it is suspected that a student has captured
images on their phone inappropriately the Headteacher or an Assistant Head may inspect the
phone to ensure any appropriate material has been removed. It may be necessary to
confiscate the phone until parents/carers can collect it; in which case the phone will be stored
securely and a detailed record of the confiscation will be made.
We will not use any photographs or recordings for more than one year after a student or staff
member leaves the school, or a Governor ceases membership of the SEMH LGB.
13. Data protection by design and default
We will put measures in place to show that we have integrated data protection into all of our
data processing activities, including:








Appointing a suitably qualified DPO, and ensuring they have the necessary resources to
fulfil their duties and maintain their expert knowledge.
Only processing personal data that is necessary for each specific purpose of processing,
and always in line with the data protection principles set out in relevant data protection
law (see section 6).
Completing data privacy impact assessments where the school’s processing of personal
data presents a high risk to rights and freedoms of individuals, and when introducing new
technologies (the DPO will advise on this process).
Integrating data protection into internal documents including this policy, any related
policies and privacy notices.
Regularly training members of staff on data protection law, this policy, any related
policies and any other data protection matters; we will also keep a record of attendance.
Regularly conducting reviews and audits to test our privacy measures and make sure we
are compliant.
Maintaining records of our processing activities, including:
o For the benefit of data subjects, making available the name and contact details of
our school and DPO and all information we are required to share about how we
use and process their personal data. Our privacy notices can be viewed on our
website and are attached at Appendix 14.
o For all personal data that we hold, maintaining an internal record of the type of
data, data subject, how and why we are using the data, any third-party recipients,
how and why we are storing the data, retention periods and how we are keeping
the data secure.

14. Data security and storage of records
We will protect personal data and keep it safe from unauthorised or unlawful access, alteration,
processing or disclosure, and against accidental or unlawful loss, destruction or damage.
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In particular:








Paper-based records and portable electronic devices, such as laptops and hard drives
that contain personal data are kept under lock and key when not in use.
Papers containing confidential personal data must not be left on office and classroom
desks, on staffroom tables, pinned to notice/display boards, or left anywhere else where
there is general access.
Where personal information needs to be taken off site, staff must sign it in and out from
the school office.
Passwords that are at least 8 characters long containing letters and numbers are used to
access school computers, laptops and other electronic devices. Staff and pupils are
reminded to change their passwords at regular intervals.
Encryption software is used to protect all portable devices and removable media, such as
laptops and USB devices.
Staff, pupils or governors who store personal information on their personal devices are
expected to follow the same security procedures as for school-owned equipment.
Where we need to share personal data with a third party, we carry out due diligence and
take reasonable steps to ensure it is stored securely and adequately protected.

15. Disposal of records
Personal data that is no longer needed will be disposed of securely. Personal data that has
become inaccurate or out of date will also be disposed of securely, where we cannot or do not
need to rectify or update it.
For example, we will shred or incinerate paper-based records, and overwrite or delete electronic
files. We may also use a third party to safely dispose of records on the school’s behalf. If we do
so, we will require the third party to provide sufficient guarantees that it complies with data
protection law. We will also maintain a disposal register to keep a record of any data which has
been securely destroyed.
We adhere to the guidelines contained in the Information Records Management Service Toolkit
for Academies 2019 when disposing or archiving data, the link can be found here:
IRMS Academies Toolkit 2019
16. Personal data breaches
The school will make all reasonable endeavours to ensure that there are no personal data
breaches.
In the unlikely event of a suspected data breach, we will follow the procedure set out in
Appendix 1.
When appropriate, we will report the data breach to the ICO within 72 hours. Such breaches in
a school context may include, but are not limited to:




A non-anonymised dataset being published on the school website which shows the exam
results of pupils eligible for the pupil premium
Safeguarding information being made available to an unauthorised person
The theft of a school laptop containing non-encrypted personal data about pupils
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17. Training
All staff and governors are provided with data protection training as part of their induction
process.
Data protection will also form part of continuing professional development, where changes to
legislation, guidance or the school’s processes make it necessary.
18. Bring Your Own Device Policy
Paragraphs 18 to 24 are pertinent to school staff only.
The school recognises that staff will have their own personal mobile devices (smartphones and
tablets) which they could use for school purposes, such as interacting with the school calendar,
sending and receiving work-related texts or emails, making phone calls and using the internet.
Permitting the use of personal mobile devices can bring benefits for both the school and staff.
However, the use of personal mobile devices for school purposes can give rise to an increased
risk in terms of the security of the school’s IT networks and communications systems, the
protection of confidential or otherwise sensitive information and compliance with legal
obligations, such as data protection requirements.
The Albany does permit the use of personal mobile devices by staff for school purposes, during
the working day, provided that the use always adheres to the terms of this policy and takes
place in accordance with the law, confidentiality and child protection.
The nature of our students often means that staff may accompany students off site for various
reasons, including vocational learning, to de-escalate student conflict and pursue abscondee.
All staff are provided with the personal mobile number of the Headteacher and members of
SLT, and providing permission is given, contact telephone numbers of other teaching and
learning colleagues. This enables contact with school when away from site, if there is an
emergency on site or to report staff sickness before the school day.
Staff are also requested to permit the use of their personal mobile numbers on the Eduspot
Teachers 2 Parents texting software, this is used by SLT and the school office to communicate
with staff during the day or in the event of an emergency to relay staff procedure.
Employees are not required to use their personal mobile device for school purposes if they do
not wish to do so.
Before using a device under this policy for the first time, employees must erase all information
and software related to any previous employment.
19. Scope and Purpose of the Policy
This policy applies to all employees who may use either a laptop or iPad issued by the school or
a personal mobile device for school purposes. It applies to use of the device both during and
outside your normal working hours and whether or not your use of the device takes place at the
school. This policy applies to all devices which are used to access the school’s IT resources
and communications systems, which may include smartphones, mobile phones, tablets, laptops
etc.
When you access the school’s systems, you may be able to access data about the school and
our pupils, parents, contractors or suppliers, including information which is confidential or
otherwise sensitive. When you access the school’s systems using a device, the school is also
exposed to a number of risks, including from the loss or theft of the device (which could result in
unauthorised access to the school’s systems or data), the threat of malware (such as viruses,
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spyware or other threats that could be introduced via a device) and the loss, wrongful disclosure
or unauthorised alteration or deletion of school data (which could expose the school to the risk
of non-compliance with legal obligations relating to confidentiality, data protection and privacy).
The purpose of this policy is to protect the school’s systems and data and to prevent school
data from being deliberately or accidentally lost, disclosed, deleted or altered, while enabling
employees to access the school’s systems using a device.
20. Connecting Devices to the School’s Systems
The Headteacher is responsible for approving and authorising user access to school systems or
networks. The school IT service is contracted out to J C Computer Technologies Ltd (referred to
herein as the IT department), who provide technical support of hardware and software, including
by remote access (sessions secured with TLS1.2 with Authenticated Encryption with Additional
Data (AEAD)), website support and disposal of equipment at end of life.
Connectivity of all devices is managed by the IT department who must approve each device as
providing an appropriate level of security before it can be connected to the school’s systems or
network. The IT department has the absolute discretion to approve or reject a device and the
school reserves the right to refuse or revoke permission for a particular device to connect with
its systems, for example where a device is being or may be used in a way that puts, or could
put, the school and its employees, pupils, parents, systems or data at risk or that may otherwise
breach this policy. In order to access the school’s systems, it may be necessary for the IT
department to install software applications on the device. If any such software is removed,
access to the school’s systems will be disabled.
When joining The Albany, staff are issued with a school laptop and/or iPad. The Business
Manager maintains a central register of all authorised users and assets. All IT hardware and
software is the property of The Albany and by signing for an item of school IT equipment staff
are acknowledging that they have read this policy and are responsible for ensuring that they
take all necessary precautions to ensure that personal or school data (staff and students) is
kept secure in addition to the safe storage of the equipment both at school and when off site.
This includes ensuring adequate password protection to both hardware and any software
applications used.
Passwords must:
 contain a combination of numbers, letters and symbols, without a recognised pattern,
password generators are readily available on line and can be beneficial.
 be regularly updated, half termly as a minimum requirement.
 be protected at all times and details not shared with others. IT devices should be
password locked when not in use or left unsupervised.
 not be revealed to students under ANY circumstances, this includes work colleagues,
family or friends.
 Staff must not utilize another user’s account or misrepresent their identity for any reason.
Requests from Contractors and third parties to access school networks and data will only be
given to persons with approved status and authorisation (e.g. IT technicians contracted by the
Albany, Ofsted and auditors).
Visitors to The Albany are permitted to use school Wi-Fi with the permission of school staff as
this does not allow access to school networks or data.
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Students are able to access IT equipment and the internet and are allocated an individual
username and password. Usernames only grant access to the student area of the network and
use of the internet is controlled and constantly monitored using Smoothwall web filtering.
Students are NEVER permitted to connect to school Wi-Fi. On admission to the school,
students and their parents/carers are asked to read and sign a Responsible use of IT Facilities
and the Internet form which is included in our Student Induction policy (Form 8) and is attached
in Appendix 13.
The school has the absolute right to determine what types of data can be processed on a
device and what may not, and you will be advised of any types of data that is restricted or
prohibited.
Where a personal mobile device which is connected to the school’s systems develops a
technical problem, fault or failure, the IT department will provide initial technical support to assist
in determining if the issue with the device is software or hardware related. If the issue is
hardware related or relates to software which you have installed, then you will be responsible
for resolving it, including any repairs, maintenance or replacements costs and services. If it
relates to software the school has provided, the IT department will provide any necessary
support.
Personal use of IT equipment during the working day, such as browsing the web, booking event
tickets and use of social media, without prior agreement from the Headteacher or an Assistant
Head is not permitted.
21. Device Monitoring
The content of the school’s systems and data is the property of the school. All data, information
and communications, including but not limited to e-mail, telephone conversations and voicemail
recordings, instant messages and Internet and social media postings and activities, created on,
transmitted to, received from, or stored or recorded on a device during the course of the
school’s business or on the school’s behalf is the school’s property, regardless of who owns the
device.
The Albany reserves the right (remotely or otherwise) to inspect, monitor, intercept, review,
disclose, remove or destroy all content on the device that has been created for or on behalf of
the school and to access applications used on it for this purpose. This includes the monitoring,
interception, accessing, recording, disclosing, inspecting, reviewing, retrieving, printing,
removal, destruction or deletion of transactions, messages, communications, posts, log-ins,
recordings and other uses of the device. It is possible that personal data may be inadvertently
monitored, intercepted, reviewed or erased. Therefore, employees should have no expectation
of privacy in any personal data on the device.
Employees are advised not to use the school’s systems for communications of a sensitive or
confidential nature because it is not guaranteed to be private.
Any necessary monitoring will be carried out in accordance with guidelines contained in the
Information Commissioners Office Employment Practices Code.
The purposes for such monitoring are:





to promote productivity and efficiency
to ensure the security of the School’s systems and their effective operation
to prevent misuse of the device and protect School data
to ensure there is no unauthorised use of the School’s time or systems
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to ensure that all employees are treated with respect and dignity at work, by
discovering and eliminating any material that is capable of amounting to unlawful
harassment
to ensure that employees do not used the School’s facilities or systems for any
unlawful purpose or activities that may damage the School’s reputation
to ensure there is no breach of confidentiality or data protection.

The school may also store copies of any content for a period of time after it is created and may
delete such copies from time to time without notice.
By agreeing to use your personal mobile device for school purposes, you confirm your
agreement to such inspection or monitoring and to the School’s right to copy, erase or remotely
wipe the entire device, including any personal data stored on the device. Although the school
does not intend to wipe personal data, it may not be possible to distinguish all such information
from school data. You should therefore regularly backup any personal data contained on the
device.
You also agree that you use the device at your own risk and that the school will not be
responsible for any loss, damage or liability arising out of its use, including any loss, corruption
or misuse of any content or loss of access to or misuse of the device, its software or its
functionality.
You must co-operate with the school to enable such inspection or monitoring, including
providing any passwords or pin numbers necessary to access the device or relevant
applications.
The school shall use reasonable endeavours not to access, copy or use any personal data held
on the device, unless absolutely necessary. If such copying occurs inadvertently, the school will
delete such personal data as soon as it comes to its attention.
22. Security Requirements
You must:

at all times, use your best efforts to physically secure the device against loss, theft or
use by persons who have not been authorised to use the device. You must secure
the device whether or not it is in use and whether or not it is your current possession.
This includes passwords, encryption technologies and physical control of the device.

install any anti-virus or anti-malware software at the school’s request before
connecting to its systems and consent to the school’s procedures to manage the
device and secure its data, including providing the School with any necessary
passwords.

protect the device with a pin number or strong password, and keep that pin number
or password secure at all times. If the confidentiality of a pin number or password is
compromised, you must change it immediately.

ensure that access to the device is denied if an incorrect pin number or password is
input too many times and ensure that the device automatically locks if inactive for a
period of time.

maintain the device's original operating and security system and settings, and keep
it current with security patches and updates.

prohibit use of the device by anyone not authorised by the school, including family
and friends.

use of the device is not permitted in staff or student toilets, changing rooms or
swimming pools either on or offsite.
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ensure the device does not contain any content which may be considered offensive,
derogatory or would otherwise contravene the Safeguarding and Child Protection
Policy.
content bought onto site via personal devices must be compatible with your
professional role and expectations.
not send abusive or inappropriate messages/content, this is forbidden and breaches
will be dealt with in accordance with the Disciplinary Policy and Procedure.
ensure Bluetooth and other forms of communication, such as “airdrop” are hidden or
disabled whilst on the school site.
ensure that personal mobile devices are not used for contacting pupils, parents or
carers.
not download and install untrusted or unverified software or applications unless
explicitly authorised by the School - if in doubt, contact the IT department.
not download or transfer any restricted or prohibited types of school data to the
device, for example via e-mail attachments, or store any such restricted or
prohibited types of school data on the device unless you have been specifically
authorised to do so, and you must immediately erase any such information that is
inadvertently downloaded to the device.
not backup the device locally or to cloud-based storage applications where that
might result in the backup or storage of school data and any such backups
inadvertently created must be deleted immediately.
where you are permitted to store school data on the device, ensure that it is
encrypted using appropriate encryption technologies approved by the IT
department.

If the school discovers or reasonably suspects that there has been a breach of this policy,
including any of the security requirements listed above, it shall immediately remove access to its
systems and, where appropriate, remove any school data from the device. If a member of staff
is thought to have illegal content saved or stored on a personal mobile device, or have
committed a criminal offence the police will be contacted. All allegations of system or account
misuse will be investigated and action may be taken in accordance with our disciplinary
procedures, In certain circumstances breach of this policy may be considered gross misconduct
resulting in dismissal.
In the event of a lost or stolen device, or where you believe that a device may have been
accessed by an unauthorised person or otherwise compromised, you must report the incident to
Nicola Hayward (Information Manager) immediately. Appropriate steps will be taken to ensure
that school data on or accessible from the device is secured, including remote wiping of the
device where appropriate. The remote wipe will destroy all school data on the device (including
information contained in a work e-mail account, even if such e-mails are personal in nature).
Although the school does not intend to wipe personal data, it may not be possible to distinguish
all such information from school data.
On termination of employment, on or before your last day of employment by the school, all
school data (including work e-mails), and any software applications provided by the school, will
be removed from the device. If this cannot be achieved remotely, the device must be submitted
to the IT department for wiping and software removal. You must provide all necessary cooperation and assistance to the IT department in relation to this process. The same process will
apply if you intend to sell the device or to return it to the manufacturer or take it to a third party
for repair or replacement.
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23. Costs
You must pay for your own device costs under this policy, including but not limited to voice and
data usage charges and any purchase, repair or replacement costs. You acknowledge that you
are responsible for all costs associated with the device and that your school usage of the device
may increase your voice and data usage charges.
24. Disciplinary Action
On an annual basis staff are required to sign the Acceptable Use – Declaration for Staff form
attached at Appendix 12 and by doing so are acknowledging that they have read and
understood the implications of this policy. If unclear about any aspects of this policy, it is staff
responsibility to seek clarification to ensure they remain compliant.
Failure to comply with any of the requirements of this policy is a disciplinary offence and may
result in disciplinary action being taken under the school’s disciplinary procedure. Breach of this
policy may also lead to the school revoking your access to its systems, whether through a
device or otherwise.
Staff are required to co-operate with any investigation into suspected breach, which may involve
providing the school with access to the device and any relevant passwords and login details.
Where an individual has reasonable cause to believe that another user has violated, or is
violating this policy, then they must inform the Headteacher who will establish what the
appropriate action is, in conjunction with the Chair of the SEMH LGB.
Where the allegation of misuse involves the Headteacher the complainant should inform the
Chair of the SEMH LGB immediately. vivhughes@albanypru.co.uk
25. Clear Desk Policy
The school operates a clear desk policy for all employees for the following reasons:






it reduces the threat of a security breach as passwords and other confidential information
are locked away or otherwise securely stored.
it ensures compliance with data protection requirements because personal data must be
held securely at all times.
it protects employees’ health and safety by reducing the risk of workplace accidents.
it reduces the risk of damage or destruction to information in the event of a disaster such
as a fire or flood etc.
it portrays a professional image to our parents, visitors and suppliers when they visit the
school’s premises.

26. Procedure
At the end of your working day or where you leave your workplace for an extended period
during the day, you must tidy your workplace and tidy away all school-related paperwork and
files into your desk drawer, filing cabinet or cupboard in an efficient and organised manner.
These should then be locked overnight where locking facilities are available. Confidential
information or information containing personal data must always be securely stored. If you are
unsure of the information’s sensitivity, either ask your manager or lock it away securely.
Staff and student laptops must be locked away in the applicable laptop trolley at the end of each
working day and keys returned to secure key boxes. In addition, staff who are issued with iPads
must ensure their safe storage, either in a locked desk, filing cabinet or together with their
school laptop in the staff laptop trolley.
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Staff must ensure that any IT equipment in use or being transported off site is kept safe, this
includes not leaving items in an unattended vehicle and safe storage whilst at home addresses.
Put any paperwork that you no longer need in your rubbish/recycling bin on a daily basis.
Please use the school’s shredding facility where the information in the paperwork is confidential.
Any unwanted paperwork that contains personal data or sensitive information should be
shredded. Paperwork that you do need should be acted upon and then appropriately filed.
This policy includes removable storage media which may contain files downloaded from your
computer, such as memory sticks, portable hard drives and CDs. Media of this type must also
be cleared from your workplace before you go home.
Additionally, this policy is designed to reduce the amount of paper that the School uses, which
in turn reduces the amount of printing costs and filing space needed. You should not print out
hard copies of e-mails or documents just to read them unless this is really necessary. All
information stored on the school’s computer and e-mail systems are backed-up so you will not
lose the information unless you have specifically deleted it.
When printing out information, it should be cleared from printers immediately, particularly if the
information is confidential or contains personal data. The centralised printer has retained
printing ability, which should be used for documents of a sensitive nature. Permission of the
Headteacher must be sought before using the school photocopier or printers for private use.
Nothing should be left lying on printers or photocopiers at the end of the working day.
It is your personal responsibility to adhere to this policy. If you fail to comply with the above
rules, it will be dealt with in accordance with the school’s disciplinary procedure.
27. Governor and School Staff Use of Email
The school provides e-mail and internet access to authorised users. The use of email within a
school is an essential means of communication for staff, governors and students. In the context
of school, emails should not be considered private and individuals should assume that anything
they write or email could become public.
The purpose of this policy is to outline the procedure and protocols to be used when emailing
and this policy must be adhered to by all authorised users.
28. Email Accounts
The school gives all staff and governors their own email account as a work-based tool.
This school email account should be the account that is used for all school business. This is to
minimise the risk of receiving unsolicited or malicious emails and avoids the risk of personal
contact information being revealed.
For the safety and security of users and recipients, all mail is filtered and logged. If necessary,
email histories can be traced.
The following rules will apply:
 Under no circumstances should staff or governors contact students, parents or conduct
any school business using any personal email addresses.
 It is the responsibility of each account holder to keep their password/s secure.
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All external emails, including those to parents, should be constructed in the same way as
a formal letter written on school headed paper. Staff should consider a cc copy to their
line manager or member of SLT.
If any issues/complaints are involved then staff sending emails to parents, external
organisations, or students are advised to cc their line manager/s and other relevant
individuals.
The school requires a standard disclaimer to be attached to all email correspondence,
clarifying that any views expressed are not necessarily those of the school. Please note
that this disclaimer is automatically added to emails sent externally.
All emails should be written and checked carefully before sending.
Emails created or received as part of your school job will be subject to disclosure in
response to a request for information under the Freedom of Information Act or a Subject
Access Request in certain circumstances.

Staff are expected to manage their staff email account in an effective way as follows:
 Delete all emails of short-term value.
 Organise email into folders and carry out frequent house-keeping on all folders and
archives.
 However you access your school email (whether directly, through webmail when away
from the office or on non-school hardware) all the school ICT, e-safety and email policies
apply.
Staff must immediately inform their line manager if they receive an offensive email and any
suspicious emails should be reported to the IT department and should not be opened.
Staff who expect to be out of work for a prolonged period of absence should set up an
automatic email response which directs recipients to an appropriate contact in school. In
exceptional circumstances it may be necessary to access email traffic of absent staff to ensure
that any actions required can be followed up, this could also include access to schemes of work
or assessment information held in personal IT drives.
29. Sending Emails
The following rules apply:
 When composing your message to a parent or non-staff member you should always use
formal language, as if you were writing a letter on headed paper.
 If sending emails containing personal, confidential, classified or financially sensitive data
to external third parties or agencies, please see the section below ‘Emailing personal,
sensitive, confidential or classified information’.
 Use your own school email account so that you are clearly identified as the originator of a
message.
 Keep the number and relevance of email recipients, particularly those being copied, to
the minimum necessary and appropriate.
 Do not send whole school emails unless essential for school business.
 Do not send or forward attachments unnecessarily. Whenever possible, send the location
path to the shared drive rather than sending attachments.
30. Receiving Emails
The following rules apply:
 Check your email regularly.
 If appropriate, activate your ‘out-of-office’ notification when away for extended periods.
 Never open attachments from an untrusted source. If unsure, always consult the network
manager first.
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In the event that a link in an unsolicited or phishing email is inadvertently opened the
network manager must be contacted immediately and the device not used until the
problem has been resolved.
Do not use the email systems to store attachments. Detach and save business related
work to the appropriate shared drive/folder.
The setting to automatically forward and/or delete of emails is not allowed.

31. Emailing Personal, Sensitive, Confidential or Classified Information
Assess whether the information can be transmitted by other secure means before using email.
Emailing confidential data without the use of encryption is strictly prohibited. Users should
ensure that they have read and are aware of the school’s Information Management Handbook
(including Acceptable use of Information Technology).
Where the conclusion is that your school email must be used to transmit such data, then
exercise caution when sending the email and always follow these checks before releasing the
email:
 Verify the details, including accurate email address, of any intended recipient of the
information.
 Verify (preferably by phoning) the details of a requestor, if unknown, before responding to
email requests for information.
 Do not copy or forward the email to any more recipients than is absolutely necessary.
 Do not send the information to any person whose details you have been unable to
separately verify.
 Confidential data must be sent using Office 365 email encryption, on occasion recipients
may not be able to open encrypted email. If that is the case the information should be
sent as an encrypted/password protected document attached to an email. If you are
unsure as to how to complete this, please speak to the network manager or the school
Information Manager (Nicola Hayward)
 Provide the encryption key or password by a separate contact with the recipient(s) –
preferably by telephone.
 Do not identify such information in the subject line of any email.
 Request confirmation of safe receipt.
 When sending an email containing personal or sensitive data, the name of the individual
is not to be included in the subject line and the document containing the information must
be encrypted.
 To provide additional security you need to put ‘CONFIDENTIAL’ in the subject line and
as a header in the email and any attachments to the email.
32. Social Networking
The widespread availability and use of social networking applications bring opportunities to
understand, engage and communicate with audiences in new ways. It is important that we are
able to use these technologies and services effectively and flexibly. However, it is also
important to ensure that we balance this with our reputation.




Staff must ensure that personal use of social media does not bring themselves or The
Albany into disrepute.
Staff should not identify themselves as working at The Albany.
Staff should check their privacy settings for social networking sites regularly to ensure
that they are appropriately set:
o Ensure your personal details cannot be accessed.
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o Change your display name (i.e. first and middle names only, use a maiden name
or spell last name backwards) to ensure you are not easily identifiable in “friend
searches”
o Change your profile picture to something unidentifiable or ensure the image is
professional.
o Check the visibility of your posts and photographs are set to “Friends only” rather
than “Friends of friends” otherwise pupils and their families may still be able to
read your posts if they are friends with anybody on your contacts list
Personal email addresses should be used on both social and professional networking
sites.
Caution should be advised when “inviting” colleagues to be “friends” on social networking
sites, this can blur the line between work and personal lives and can make it difficult to
maintain professional relationships.
Be careful tagging other staff members in images or posts. The tagging function can be
set so that you can accept content you’ve been tagged in before it appears on your
profile.
Reference should not be made to your job, any staff member, student, parent or school
activity unless permission is granted by the Headteacher.
Use of social networking sites for personal use, during work time is not permitted unless
permission is granted by the Headteacher and staff should bear in mind the professional
nature of their impact on reputation when posting during working hours.
If out of work activity causes potential embarrassment to or affects the school or Trust
reputation, legal action may be considered by the school.
Staff must not interact with any pupil in the school using social networking sites, either by
accepting friend requests or sending them.
Where family or friends have pupils in school and there are legitimate links, staff must
inform the Headteacher in writing but should also ensure privacy settings ensure their
posts are not visible.
Staff must not interact with any ex pupil of the school who is under the age of 18.
Google your name to see what information about you is visible to the public.
Prevent search engines from indexing your profile to that people can’t search for you by
name.
Remember that some information is always public (display name, profile picture, cover
photo, User ID (in the URL for your profile), country, age range and gender.

33. Data Management Systems
At the Albany we use the following data management systems:





Arbor to manage student and staff information.
PS Financials accounting software.
Microsoft Office 365.
Eduspot Behaviour Watch and Teachers 2 Parents.

These management information systems are all cloud based, GDPR compliant systems,
utilising encryption for the transmission of data. Storing data remotely:





Allows more control over how it can be accessed.
Ensures it is accurate.
Enables it to be deleted when no longer necessary.
Ensures access can be immediately restricted if necessary.
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Should cease the need for copies being held on devices which subsequently become
inaccurate over time.

Staff access to these data management systems is managed by password which should be
regularly updated as per the guidelines in paragraph 20.
Use of the school calendar (via Office 365)





All calendared events (e.g. internal meetings, contractor visits to site, staff training,
external professional meetings, planned staff absence) can be viewed on the Office
calendar.
When planning meetings, staff should reference the school calendar to negate conflict
and to identify availability of colleagues.
When scheduling a meeting from an individual staff calendar and by including
office@albanypru.co.uk in the invitation, will ensure the school calendar is updated and
can be viewed by all staff.
Meetings or events that are cancelled, must be removed from the school calendar. Staff
members should delete the individual entry from their personal calendar, which by default
issues a request to remove the appointment from office@albanypru.co.uk

Our website www.albanypru.co.uk provides a range of information for our stakeholders and
connects with many of our community partners and other websites.
34. Disposal of Electrical and Electronic Equipment
The Albany will adhere to the most recent directives when disposing of unwanted electrical and
electronic equipment; ease of disposal will also be considered when purchasing these items.
The following links contain useful information:
Department for Education Buying for Schools (10 Feb 20)
Waste Electrical and Electronic Regulations 2013 (WEEE)
Restriction of Hazardous Substances (RoHS) Regulations 2012
The Electrical Equipment (Safety) Regulations 2016
Environmental Protection Act 1990 (Section 34)
Environmental Protection (Duty of Care) Regulations 1991
When considering items for disposal the Headteacher and Business Manger will comply with
Trust Record of Financial Responsibilties, obtaining a decision at an LGB or Executives meeting
as appropriate.
When IT equipment comes to the end of its usable life, care must be taken to ensure
information security is not breached. The Albany has a duty of care to our students and staff to
protect their data beyond the school site. Failure to wipe IT equipment of sensitive data,
including images, may lead to prosecution under the Data Protection Act 2018.
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Methods employed by The Albany to erase or protect sensitive data:







DVDs – shredded using the office shredder and not disposed of in any other way.
Memory sticks – encrypted when in general school use, but reformatting coupled with
physical destruction creates an appropriate level of security for disposal.
When IT devices are being re-used in another environment, the school will comply with
software licensing and copyright law, ensuring that software without a transferable
licence will be removed.
Termination of employment – any personal device which has been granted permission to
connect to school systems will be wiped in accordance with paragraph 22.
No IT resources or electrical goods are sold to a third party.
JC Computer Technologies Ltd currently have responsibility for the disposal of our IT
equipment when it has reached the end of life, the procedure used is as follows:
o Serial numbers for items removed from site for disposal, together with a valid
reason, are recorded in the IT asset register by JC Comtech Ltd. All disposed
items can be viewed on the relevant sheet of the IT asset register.
o Items are removed to their premises and a wipe of the data is performed by a Help
Desk Engineer.
o A third party contractor, Forage4it are employed to collect items, run a further data
wipe programme and dispose of such items in accordance with WEEE
regulations. The contractor registration with the Environment Agency (upper tier
waste carrier, broker and dealer) is CBDU228373 expiry 3 April 2021.

35. Monitoring arrangements
The DPO is responsible for monitoring and reviewing this policy.
This policy will be reviewed every 2 years and shared with the full governing board. If there are
any changes to the legislation prior to the review date it will be amended as and when it is
necessary to do so.
36. Links with other policies
This document is linked to our:
 Freedom of information publication scheme
 Safeguarding and Child Protection Policy
 Relational Behaviour Management Policy
 Disciplinary Policy and Procedure
 Whistleblowing Procedure
 Teachers’ Standards (DfE)
 Student Induction Policy
 Code of Conduct – Staff and Volunteers
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37. Appendix 1: Personal data breach procedure
This procedure is based on guidance on personal data breaches produced by the ICO.
 On finding or causing a breach, or potential breach, the staff member or data processor
must immediately notify the DPO
 The DPO will investigate the report, and determine whether a breach has occurred. To
decide, the DPO will consider whether personal data has been accidentally or unlawfully:
o Lost
o Stolen
o Destroyed
o Altered
o Disclosed or made available where it should not have been
o Made available to unauthorised people
 The DPO will alert the Headteacher and the chair of governors.
 The DPO will make all reasonable efforts to contain and minimise the impact of the
breach, assisted by relevant staff members or data processors where necessary.
(Actions relevant to specific data types are set out at the end of this procedure).
 The DPO will assess the potential consequences, based on how serious they are, and
how likely they are to happen.
 The DPO will work out whether the breach must be reported to the ICO. This must be
judged on a case-by-case basis. To decide, the DPO will consider whether the breach is
likely to negatively affect people’s rights and freedoms, and cause them any physical,
material or non-material damage (e.g. emotional distress), including through:
o Loss of control over their data
o Discrimination
o Identify theft or fraud
o Financial loss
o Unauthorised reversal of pseudonymisation (for example, key-coding)
o Damage to reputation
o Loss of confidentiality
o Any other significant economic or social disadvantage to the individual(s)
concerned
If it’s likely that there will be a risk to people’s rights and freedoms, the DPO must notify
the ICO.
 The DPO will document the decision (either way), in case it is challenged at a later date
by the ICO or an individual affected by the breach. Documented decisions are stored on
the school GDPR SharePoint.
 Where the ICO must be notified, the DPO will do this via the ‘report a breach’ page of the
ICO website within 72 hours. As required, the DPO will set out:
o A description of the nature of the personal data breach including, where possible:
 The categories and approximate number of individuals concerned.
 The categories and approximate number of personal data records
concerned.
o The name and contact details of the DPO.
o A description of the likely consequences of the personal data breach.
o A description of the measures that have been, or will be taken, to deal with the
breach and mitigate any possible adverse effects on the individual(s) concerned.
 If all the above details are not yet known, the DPO will report as much as they can within
72 hours. The report will explain that there is a delay, the reasons why, and when the
DPO expects to have further information. The DPO will submit the remaining information
as soon as possible.
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The DPO will also assess the risk to individuals, again based on the severity and
likelihood of potential or actual impact. If the risk is high, the DPO will promptly inform, in
writing, all individuals whose personal data has been breached. This notification will set
out:
o The name and contact details of the DPO.
o A description of the likely consequences of the personal data breach.
o A description of the measures that have been, or will be, taken to deal with the
data breach and mitigate any possible adverse effects on the individual(s)
concerned.
The DPO will notify any relevant third parties who can help mitigate the loss to individuals
– for example, the police, insurers, banks or credit card companies.
The DPO will document each breach, irrespective of whether it is reported to the ICO.
For each breach, this record will include the:
o Facts and cause.
o Effects.
o Action taken to contain it and ensure it does not happen again (such as establishing
more robust processes or providing further training for individuals).
Records of all breaches will be stored on the school GDPR SharePoint.
The DPO and Headteacher will meet to review what happened and how it can be
stopped from happening again. This meeting will happen as soon as reasonably
possible.

Actions to minimise the impact of data breaches
We will take the actions set out below to mitigate the impact of different types of data breach,
focusing especially on breaches involving particularly risky or sensitive information. We will
review the effectiveness of these actions and amend them as necessary after any data breach.
Sensitive information being disclosed via email (including safeguarding records)








If special category data (sensitive information) is accidentally made available via email to
unauthorised individuals, the sender must attempt to recall the email as soon as they
become aware of the error
Members of staff who receive personal data sent in error must alert the sender and the
DPO as soon as they become aware of the error
If the sender is unavailable or cannot recall the email for any reason, the DPO will ask
the ICT department to recall it
In any cases where the recall is unsuccessful, the DPO will contact the relevant
unauthorised individuals who received the email, explain that the information was sent in
error, and request that those individuals delete the information and do not share, publish,
save or replicate it in any way
The DPO will ensure we receive a written response from all the individuals who received
the data, confirming that they have complied with this request
The DPO will carry out an internet search to check that the information has not been
made public; if it has, we will contact the publisher/website owner or administrator to
request that the information is removed from their website and deleted


Other examples of data breach which could occur and would be dealt with in accordance with
this policy are:
 A school laptop containing non-encrypted sensitive personal data being stolen or hacked.
 Details of pupil premium interventions for names children being published on the school
website.
 Non-anonymised pupil exam results of staff pay information being shared with governors.
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38. Appendix 2: Checklist for Subject Access Requests
Step/Area to Consider

Complete (if
relevant) Y/N

Notes

How was the request received? (e.g. using a
template form, by email, over the phone etc.)
Is the request a subject access request for
some/all personal data (and/or information about
how it is used) or a routine enquiry to the school
(for which a different procedure may apply)?
Is the scope of the request clear, or is any
additional information required to locate the
information requested and to deal with the
request?
If there is any doubt as to the status of the request
or the scope of this, you may need to clarify the
position with the individual.
Has a record been made of the date on which a
request was made and when the response is due?
Has the identity of the requester been verified?
Has receipt been acknowledged?
Does the school hold personal data about the
requester? If not, has the requester been
informed?
Where is the personal data held? i.e. electronic
records, paper filing systems, emails etc.
Have all relevant manager’s/team leaders been
communicated to that they will need to help find
this data?
Have all appropriate locations been searched?
What search terms were used? i.e. to locate emails
in an inbox.
Is any of the information which is the subject of the
request due to be changed or deleted between the
date of the request and the provision of the
information? Have you sought to retrieve such
information prior to deletion (where possible) and
without undue delay?
Is any third party personal data included within the
request? If so, has this been assessed in regard to
whether such information may be disclosed?
In this instance you should take into account any
express refusal of consent to disclose this
information or any duty of confidentiality owed to
the third party in question.
Have all relevant exemptions been considered?
If applicable
Have the reasons for the application of exemptions
been documented, including the basis for any
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refusal to release third party data? Have
exemptions been applied consistently?
Does the application of exemptions involve the
redaction or extraction of any information? If so,
has this been applied appropriately?
Does the information being disclosed include any
codes, acronyms or complex language which may
require explanation? Have steps been taken to
ensure that the information that is being disclosed
is concise and clear?
In what format will the requested information be
provided? If the request was received
electronically, is this being provided electronically?
Is the information sufficiently secure in
transmission?
Does the covering letter include information about
the processing? (such as purposes, disclosures,
source etc.)
Has the response been reviewed internally in
accordance with applicable procedures before
being sent to the individual?
Has the register of subject access record been
updated?
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Appendix 3: Data Classification
Classification
Green

Amber

Red/OfficialSensitive

Description of Information Types
No Impact - information formally made public by school or information
which would have no impact on privacy or school reputation if it was to
be put into the public domain by any other means.
Strictly internal or agreed partners - school information which is
intended strictly for internal use by staff and agreed partners.
Information posing little/no risk to privacy - this could also include
names, addresses and pupil numbers that pose little or no risk to
privacy.
Health & care personal data - personal data which reveals anything
about the health or care arrangements of any individuals or families.
This includes details about ethnicity, gender or sexuality.
Financial personal data - personal data which reveals anything about
the financial circumstances of any individuals or families.
Employee & partner personal data - personal data on employees of the
school and its partners. This includes details about ethnicity, gender or
sexuality.
Safeguarding information
Impact on health, safety & wellbeing - anything which, if disclosed,
would impact on the health, safety and wellbeing of people. This
includes details about ethnicity, gender or sexuality.
School information which would have a significant impact on the
reputation or business of the school if it was seen by non-intended
recipient because of commercial, legal, fraud, investigatory or other
areas where confidentiality is necessary.
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39. Appendix 4: Template Confidentiality Agreement
I, the undersigned, hereby agree that I will at all times, whether or not in the employment of this
School and except where such information is in the public domain:
•

•

maintain the strictest confidentiality with regard to the affairs of the school and its
pupils, parents, suppliers and employees, except to the extent that I may be
authorised to disclose them by the governing body, a court of law, any authorised or
enforcement agency (such as the police) or by public interest disclosure legislation;
refrain from revealing or using confidential information and/or data for personal gain.

I undertake to familiarise myself with the data protection procedures set down by the school as
a result of the General Data Protection Regulation and understand that the school is obliged as
a consequence to view any breach of these procedures as a serious matter of discipline.
I understand that any breach of this agreement could result in the school's sensitive and
confidential data being disclosed and any such conduct on my part may render me liable to
summary dismissal under the disciplinary procedure.
Name:

_________________________

Signature:

_________________________

Date:

_________________________
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40. Appendix 5: Data Breach Incident Form
Organisations which process personal data must take appropriate measures against unauthorised or
unlawful processing and against loss, destruction of or damage to personal data. A data security
breach can happen for a number of reasons:
•
•
•
•
•
•
•

Loss or theft of data or equipment on which data is stored.
Inappropriate access controls allowing unauthorised use.
Equipment failure.
Human error.
Unforeseen circumstances such as a fire or flood.
Hacking attack.
‘Blagging’ offences where information is obtained by deceiving the organisation who holds it.

As soon as you are aware of a data breach you must notify your Data Protection Lead, Nicola
Hayward (Information Manager) with immediate effect.
Once you have notified the Data Protection Lead, this form should be completed and returned to
data.protection@schoolschoice.org

Information Management Leads
Lead
Nicola Hayward (Information Manager)

Contact Information
nicolahayward@albanypru.co.uk
Tel: 01284 754065

Data Protection Officer (DPO)

data.protection@schoolschoice.org
Schools’ Choice
Endeavour house
8 Russell Road
Ipswich
IP1 2BX
Tel: 01473 260700
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1.

Name of the person who
identified the breach

2.

Job title and contact details

3.

Establishment Name

4.

When did the breach happen?
Date:
Time:

5.

When did you discover the
breach?
Date:
Time:

6.

If there has been a delay in
reporting this breach, please
explain why

7.

How did you find out about the
breach?

8.

Tell us as much as you can
about what happened, what
went wrong and how it
happened.

9.

Is this a breach of data by a
supplier or partner organisation?
(If the breach has been notified
to you by a supplier or a partner
organisation who you share
your data with, name of the
supplier/partner, date notified,
contact should be completed)

10.

Was the breach caused by a
cyber incident e.g. phishing

11.

Who has been notified of the
breach to date? (e.g.
Headteacher, DPO, ICO,
Parents, Teachers, Governors
etc.)

The breach originated in your establishment:
Yes/No
We have been notified of the breach by a
supplier / Partner Organisation.
Name:
Name Contact:
Date Notified:
[Insert Link to the saved notification]
If yes please also complete section “Cyber
incidents only”

Have you told, or are you
planning to tell any other
organisations about the
breach?
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e.g. the police, other regulators
or supervisory authorities. In
case we need to make contact
with other agencies
12.

Have you made data subjects
aware of the breach?

13.

Number of personal data
records concerned?

14.

How many data subjects could
be affected?

15.

Categories of personal data
Please highlight those that are
relevant.

Data revealing racial or ethnic origin
Political opinions
Religious or philosophical beliefs
Trade union membership
Sex life data
Sexual orientation data
Gender reassignment data
Health data
Basic personal identifiers, e.g. name, contact
details
Identification data, e.g. usernames, passwords
Economic and financial data, e.g. credit card
numbers, bank details
Official documents, e.g. driving licences
Location data
Genetic or biometric data
Criminal convictions, offences
Not yet known
Other (please give details below)

16.

Categories of data subjects

Employees
Students
Parents or prospective parents
Children
Vulnerable adults
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Not yet known
Other (please give details below)
17.

If the data has been lost or
stolen, were there any
protections in place such as
encryption?

18.

Describe the actions you have
taken, or propose to take, as a
result of the breach
Include, where appropriate,
actions you have taken to fix the
problem, and to mitigate any
adverse effects, e.g. confirmed
data sent in error has been
destroyed, updated passwords,
planning information security
training.

19

Summarise the lessons learnt

20.

What is the likelihood that data
subjects will experience
significant consequences as a
result of the breach? Please
highlight
i.e. Risk to physical safety as a
result of the breach
Risk of the data being used to
discriminate against an
individual
Risk to the reputation of any
individual being impacted by the
breach

The ICO will need to be notified within 72
hours of all data breaches where a risk to
individual’s rights and freedom exists.
Very likely
Likely
Neutral (neither likely nor unlikely)
Unlikely
Very unlikely
Not yet known
Please describe any possible impact on data
subjects:

Risk of financial loss through
identity theft
21.

Are there wider consequences
to consider such as a risk to
public health or loss of public
confidence in an important
service you provide?
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22

Had the staff member involved
in this breach received data
protection training in the last two
years?

23.

Further comments:

Cyber Incidents only:
1.

Has the confidentiality, integrity
and/or availability of your
information systems been
affected?

Yes
No
Don’t know
If you answered yes, please specify:
Confidentiality
Integrity
Availability

2.

Impact on your organisation

High – You have lost the ability to
provide all critical services to all users

Please highlight
Medium – You have lost the ability to
provide a critical service to some users
Low – There is no loss of efficiency, or a
low loss efficiency, and you can still
provide all critical services to all users
Not yet known
3.

Recovery time

Regular – you can predict your recovery
time with existing resources
Supplemented – you can predict your
recovery time with additional resources
Extended – you cannot predict your
recovery time and need extra resources
Not recoverable – recovery from the
incident is not possible e.g. back ups
cannot be restored
Complete – recovery is complete
Not yet known
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Signature:

____________________

Print Name: ____________________
Job Title:

____________________

Date:

____________________

To be completed by the DPO
Date received and logged:
Does this represent a ‘High Risk’ to the rights and freedoms of those impacted individuals? If
yes details of the communication plan:

Future mitigating actions identified:
What Type of Data Breach is it?
A Confidentiality Breach has occurred if the data was unauthorised of accidentally
disclosed.
An Availability Breach has occurred if the data was unauthorised or accidentally lost.
An Integrity Breach has occurred if the data was unauthorised or accidentally altered.

Date ICO notified:
Further comments:

Signature:

____________________

Print Name: ____________________
Job Title:

____________________

Date:

____________________

Review Date: ____________________
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41. Appendix 6: Data Privacy Impact Assessment
It’s currently good practice to carry out a privacy impact assessment when your school is
considering using data in new ways, or implementing new technology.
Under the GDPR they should be carried for all new projects such as implementation of the new
processes or systems where any of the answers to the questions on the next page are a yes.
All areas where the processing is identified as high risk should have a Data Privacy Impact
Assessment and you therefore may complete this as part of your preparations for compliance
with the new regulation.
Processing that is likely to result in a high risk includes (but is not limited to):




Systematic and extensive processing activities, including profiling and where decisions
have legal effects, or similarly significant effects, on individuals
Large-scale processing of special categories of data or personal data relating to criminal
convictions or offences
Large-scale, systematic monitoring of public areas (such as CCTV)

For example, you might do this where you've considered implementing a new web monitoring
system in the classroom or sharing data with a local troubled family’s initiative.
A DPIA should be reviewed regularly and remain a live document and, if a data breach has
occurred in an area identified as “high risk”, the original DPIA should be reviewed and updated.
Where it isn't clear whether a DPIA is required, we recommend completing one, as it is a useful
tool to help comply with data protection law.
A DPIA should be carried out prior to the data processing and the data controller:




Is responsible for ensuring that the DPIA is carried out, although someone else inside or
outside the school can do it
Must seek the advice of the data protection officer. This advice, and the decisions taken
by the controller, should be documented within the DPIA
Must seek the views of data subjects or their representatives, where appropriate

While there is no legal requirement to publish a DPIA, the controller can choose to do so.
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Question
Will individuals provide information about
themselves?

Yes/No

Will this be stored electronically?
Will this be stored manually?
What is the reason for holding this data?

Will you make decisions or take actions form
this data?
Consider and detail some of the impacts
should this data be incorrect, lost or stolen.
Will the project involve the collection of new
information that you have not previously
held?
Will the information be shared or disclosed to
individuals who do not currently have access
to this?
Note: An example of this is where you buy
in a service such as milk for the children
and you share details with the provider.
Are you implementing new technology which
might be perceived as being privacy
intrusive? Biometrics or facial recognition?
Note: An example of this is the
implementation of a finger print payment
system. The implementation of CCTV in
school would be another.
Does the information being collected contain.
Health Records, Criminal Records for
example or any other information which is
considered private?
Will you to contact individuals in ways which
they may find intrusive?
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The Need for the DPIA
1. Explain why you are collecting the data.
2. Link any project documents. (If you are implementing a new system, the specification
etc.)
3. Explain why you think this is “high risk”.

Data Flows
Where/who will capture the data?
Where will the data be stored?
How long will it be kept?
How will it be kept up to date / reviewed?
How will it be destroyed?

Stakeholders
Who are we consulting with to identify privacy risks?
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Identify the Privacy and Related Risks (What are the potential problems?)
E.g. highly sensitive data posted to the wrong location as address details not up to date.

Privacy Issue
E.g. highly sensitive data
posted to the wrong location as
address details not up to date.

Risk to Individuals
E.g. medical records included in
the data which could impact the
way the individual is treated by
others.

Risk Level

Identify the Privacy Solutions (What can we do about it?)

Risk

Solution(s)

Result
(Is the risk
reduced,
eliminated,
acceptable?)

Evaluation
(Is the final impact after
implementing, justified,
compliant and proportionate
to risk?) i.e. reduction of risk
to acceptable level.
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Sign Off and Record the DPIA Outcomes
Risk

Approved Solution

Approved By

Review Date

Action Plan
Any actions should be added to the General Data Protection Compliance Action Plan and any
significant risks should be added to the School risk register.
If produced for project, then individual actions can be added below:
Action to be taken

Date for completion
of actions

Responsibility for action
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42. Appendix 7: Data Sharing Decision Form
Name of requesting
organisation:
Name and position of
person requesting
data:
Data requested:
Purpose:

Decision:

Data supplied:

Decision taken by
(name and position):
Date of disclosure:
Any specific
arrangements: (re.
retention/deletion of data)
Reason(s) for
disclosure or nondisclosure:
Date request
responded to:
Signed:
Dated:
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43. Appendix 8: Incident Grading Document
Incident grading 1 = Negligible
Any type of incident formally recorded, or something worthy of investigation but turns out
to be a “false positive”, “near miss” or loss of equipment where there is a remote chance
of the data being readable, which has negligible impact on privacy or school.
*Reporting of such incidents is still valuable and should be used as part of ongoing
information security risk assessment.

Confidentiality

Integrity

Availability

Confidentiality

Integrity

Availability

Confidentiality

Integrity

Availability

Incident grading 2 = Minor
Confirmed or likely loss of personal data or other privacy breach
relating to up to 10 individuals that poses low risk to privacy and no
health or safety impacts (e.g. just name, address, pupil number at
amber level)
Confirmed or likely issues relating to integrity of information on <10
staff or pupils such as confused identities, out of date information or
records misplaced which causes localised inconvenience or delays.
Some localised and short-lived loss of availability, such as through a
temporary systems failure, which leads to the disruption of non-critical
teams/areas.
Incident grading 3 = Moderate
Confirmed or likely loss of personal data or privacy breach relating to
more than 10 individuals OR any breach of “OFFICIAL- SENSITIVE”
information at red level. Likely local media interest and adverse
publicity.
Issues relating to integrity of information to the extent that the data can
no longer be understood or is out of date and could have health, social
care and safety or other implications.
Some disruption to critical services that means information is
unavailable causing unacceptable impact and invocation of local team
business continuity plans. This may be either a short disruption to a
very critical team/area or a longer disruption to a group of less critical
teams/areas.
Incident grading 4 = Major
Confirmed or likely loss of personal data or privacy breach relating to
more than 100 individuals OR loss of any sensitive personal data at red
level which is highly likely to affect the health or safety of one or more
individuals OR any privacy breach which because of the high profile
nature of the person(s) affected or other circumstances is likely to lead
to national media attention and cause significant reputational damage.
An integrity issue which means data relating to 100+ staff or pupils is in
effect no longer usable or understandable (and cannot be rectified) and
is likely to impact health, and safety or key teams/areas/the school.
Sustained loss of availability of information which has serious impact
on the delivery of a number of critical areas, resulting in business
continuity plans being invoked for at least one business area.
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Confidentiality

Integrity

Availability

Incident grading 5 = Extreme
Loss of data or privacy breach relating at large scale (i.e. 100,000+
persons or complete datasets); likely national/international media
adverse publicity, prolonged damage (for example parent trust) and
could lead to consequences to large numbers of individuals such as
identity theft, financial loss etc.
Integrity problem which leads to significant amounts of data on
100,000+ persons being unreadable or unusable and does directly lead
to health and safety issues or significant services issues (e.g. entire
data set for pupil group corrupted beyond use that must be re-created).
Outage or other issue which leads to general failure of IT so that
teams/areas which are critical to the school are not running for a
prolonged period. Business Continuity Plans across school/trust are
invoked.
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44. Appendix 9: Subject Access Request Form

Name:
Telephone Number:
Email:
Address:
Employee Payroll Number (If relevant):
By completing this form, you are making a request under the General Data Protection
Regulation (GDPR) for information held about you by the BEST – Albany that you are
eligible to receive.
Required information (and any relevant dates):
Example: Emails between "A" and "B" from 1 May 2017 to 6 September 2017.

By signing below, you indicate that you are the individual named above. The BESTAlbany cannot accept requests regarding your personal data from anyone else,
including family members. We may need to contact you for further identifying
information before responding to your request. You warrant that you are the individual
named and will fully indemnify us for all losses, cost and expenses if you are not.
Please return this form to Nicola Hayward (Information Manager)
Please allow 1 calendar month for a reply.
Data Subject's Signature:
Date:
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45. Appendix 10: Form 4 Photo permissions form for students (including images taken by
students)

Occasionally, we may take photographs of the students as part of their learning. We
may use these images in our school prospectus or in other printed publications that
we produce, as well as on our website or on display boards at school. We may also
make video or webcam recordings for school-to-school conferences, monitoring or
other educational use.
Suffolk County Council may also use our photographs of students to illustrate work in
Suffolk schools in council publications, publicity materials and the internet.
From time to time, our school may be visited by the media who will take photographs,
film footage or carry out radio interviews. Students will often appear in these images,
which may appear in local or national newspapers, or on televised news
programmes. Photos for the media and other publicity purposes may also be taken
at events where our school is taking part.
Students are not permitted to use their mobile phones to take videos or photographs
of other students or staff without permission of the member of staff in charge of the
activity and only if the recording of such is beneficial to their learning. Where it is
suspected that a student has used their phone inappropriately the Headteacher or
an Assistant Head may inspect the phone to ensure that inappropriate material has
been removed. At times it may be necessary to confiscate the phone until a
parent/carer can collect it, in which case the phone will be stored securely and
details of the confiscation recorded.
Please answer the questions below, then sign and date the form on the reverse where
shown. Please return the completed form to the school as soon as possible.
Please
circle your
answer
1) Are you happy for your child’s photograph to be taken when
participating in school activities?
This may include by other parents at school plays and events

Yes / No

2) If your answer to question 1 is yes, please tick the box to say you are happy for
your child’s photo to be used in the following ways:



1. In publications and publicity materials produced by the school and by Suffolk County
Council



2. On the school website and Suffolk County Council websites



3. Recorded on video or webcam

3) Are you happy for your child to appear in the media? This may
mean their photo and name is used in print

Yes / No

4) STUDENT TO READ I understand that I must get permission from
school staff to take images of other students or staff

Yes / No
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Please note that websites can be viewed throughout the world and not just in the
United Kingdom where UK law applies.
Please also note the conditions for use of these photographs as annotated below.
Should you wish to withdraw consent, at any time, please contact the school office.
I have read and understood the information overleaf and the conditions below:
Name of Student:

Student signature:

Parent/Carer name:

Parent signature:

Date:

Conditions of use
1. This form is valid for the period of time your child attends this school, plus one year after they
leave, to enable us to publicise the work of final year students. The consent will
automatically expire after this time.
2. We will not re-use any photographs or recordings for more than one year after your child
leaves this school.
3. If we use photographs of individual students or small groups of students, we will avoid using
the full name (which means first name and surname) of that child in the accompanying text
or photo caption. Please note that the media are likely to use first names and surnames in
their publications/broadcasts.
4. We will not include personal e-mail or postal addresses, or telephone numbers on video, on
our website, in our school prospectus or in other printed publications.
5. We may use group or class photographs or footage with very general labels, such as “a
science lesson” or “making Christmas decorations”.
6. We will only use images of students who are suitably dressed, to reduce the risk of such
images being used inappropriately.
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46. Appendix 11: Form 9 GDPR and Data Protection Act 2018: How we use Pupil
Information

Privacy Notice for Parents
How we use Pupil Information
Under data protection law, individuals have a right to be informed about how the school uses any
personal data that we hold about them. We comply with this right by providing ‘privacy notices’
(sometimes called ‘fair processing notices’) to individuals where we are processing their personal
data.
This privacy notice explains how we collect, store and use personal data about pupils.
We, The Albany, Beard Road, Bury St Edmunds, IP32 6SA, are the ‘data controller’ for the
purposes of data protection law.
Our Data Protection Officer is Schools Choice (see ‘Contact us’ below).
The personal data we hold
Personal data that we may collect, use, store and share (when appropriate) about pupils includes,
but is not restricted to:





Contact details, contact preferences, date of birth, identification documents
Results of internal assessments and externally set tests
Pupil and curricular records
Characteristics, such as ethnic background, eligibility for free school meals, or special
educational needs
 Exclusion information
 Details of any medical conditions, including physical and mental health
 Attendance information (such as sessions attended, number of absences, absence reasons
and any previous schools attended)
 Safeguarding information
 Details of any support received, including care packages, plans and support providers
 Photographs
We may also hold data about pupils that we have received from other organisations, including
other schools, local authorities and the Department for Education.
The school collects and processes personal data relating to its pupils in order to successfully
carry out its functions. The school is committed to being transparent about how it collects and
uses that data and to meeting its data protection obligations.
Why we use this data
We use this data to:
 Support pupil learning
 Monitor and report on pupil progress
 Provide appropriate pastoral care
 Protect pupil welfare
 Assess the quality of our services
 Administer admissions waiting lists
 Carry out research
 Comply with the law regarding data sharing
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Our Legal Basis for using this data
We only collect and use pupils’ personal data when the law allows us to. Most commonly, we
process it where:



We need to comply with a legal obligation
We need it to perform an official task in the public interest

Less commonly, we may also process pupils’ personal data in situations where:



We have obtained consent to use it in a certain way
We need to protect the individual’s vital interests (or someone else’s interests)

Where we have obtained consent to use pupils’ personal data, this consent can be withdrawn at
any time. We will make this clear when we ask for consent, and explain how consent can be
withdrawn.
Some of the reasons listed above for collecting and using pupils’ personal data overlap, and there
may be several grounds which justify our use of this data.
Collecting this Information
While the majority of information we collect about pupils is mandatory, there is some information
that can be provided voluntarily.
Whenever we seek to collect information from you or your child, we make it clear whether
providing it is mandatory or optional. If it is mandatory, we will explain the possible consequences
of not complying.
How we store this data
We keep personal information about pupils while they are attending our school. We may also
keep it beyond their attendance at our school if this is necessary in order to comply with our legal
obligations.
The Information and Records Management Society’s toolkit for schools sets out how long we
keep information about pupils and for more information please visit:
IRMS Academies Toolkit 2019

Data Sharing
We do not share information about pupils with any third party without consent unless the law and
our policies allow us to do so.
Where it is legally required, or necessary (and it complies with data protection law) we may share
personal information about pupils with:







Our local authority – to meet our legal obligations to share certain information with it, such
as safeguarding concerns and exclusions
The Department for Education
The pupil’s family and representatives
Educators and examining bodies
Our regulator - Ofsted
Suppliers and service providers – to enable them to provide the service we have contracted
them for
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Health authorities
Health and social welfare organisations
Professional advisers and consultants
Charities and voluntary organisations
Police forces, courts, tribunals
Professional bodies

National Pupil Database (NPD)
We are required to provide information about pupils to the Department for Education as part of
statutory data collections such as the school census.
Some of this information is then stored in the National Pupil Database (NPD), which is owned and
managed by the Department and provides evidence on school performance to inform research.
The database is held electronically so it can easily be turned into statistics. The information is
securely collected from a range of sources including schools, local authorities and exam boards.
The Department for Education may share information from the NPD with other organisations
which promote children’s education or wellbeing in England. Such organisations must agree to
strict terms and conditions about how they will use the data.
For more information, see the Department’s webpage on how it collects and shares research data.
You can also contact the Department for Education with any further questions about the NPD.
Youth Support Services
Once our pupils reach the age of 13, we are legally required to pass on certain information about
them to Suffolk County Council as it has legal responsibilities regarding the education or training
of 13-19 year olds.
This information enables it to provide youth support services, post-16 education and training
services, and careers advisers.
Parents/carers, or pupils once aged 16 or over, can contact our Data Protection Officer to request
that we only pass the individual’s name, address and date of birth to Suffolk County Council.
For more information about services for young people, please visit the Suffolk County Council
website https://www.suffolk.gov.uk/children-families-and-learning/.
Transferring data internationally
Where we transfer personal data to a country or territory outside the European Economic Area,
we will do so in accordance with data protection law.
Parents and pupils’ rights regarding personal data
Under the Data Protection Act 2018 , individuals including children have a right to make a ‘subject
access request’ to gain access to their personal information that the school holds about them.
Parents/carers can make a request with respect to their child’s data where the child is not
considered mature enough to understand their rights over their own data (usually under the age
of 12), or where the child has provided consent.
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Parents also have the right to make a subject access request with respect to any personal data
the school holds about them.
If you make a subject access request, and if we do hold information about you or your child, we
will:







Give you a description of it
Tell you why we are holding and processing it, and how long we will keep it for
Explain where we got it from, if not from you or your child
Tell you who it has been, or will be, shared with
Let you know whether any automated decision-making is being applied to the data, and
any consequences of this
Give you a copy of the information in an intelligible form

If you would like to make a subject access request please contact Nicola Hayward, our Information
Manager. We will provide a response within one month of receipt of the request and may charge
a reasonable fee for the administrative costs of complying.
Under separate education regulations, where the child attends a maintained school, parents have
an independent right of access to their child’s educational record. The Albany is not a maintained
school. It is an academy, which is part of the Believe Engage Succeed Trust. As an academy,
there is no equivalent independent right for parents to access their child’s educational record.
However, in the interest of transparency, The Albany will accept requests for parent’s independent
access to their child’s educational record.
Please note that there are certain circumstances where the school can withhold the child’s
educational record; for example, where the information might cause serious harm to the physical
or mental health of the pupil or another individual.
The request for access will also be denied, if it would mean releasing examination marks before
they are officially announced.
If you would like to request the educational record, please contact our Information Manager. The
school will provide a response within 15 school days. We may make a charge for this service, at
the discretion of the Headteacher.
Individuals also have the right for their personal information to be transmitted electronically to
another organisation in certain circumstances.
Other rights
Under data protection law, individuals have certain rights regarding how their personal data is
used and kept safe, including the right to:






Object to the use of personal data if it would cause, or is causing, damage or distress
Prevent it being used to send direct marketing
Object to decisions being taken by automated means (by a computer or machine, rather
than by a person)
In certain circumstances, have inaccurate personal data corrected, deleted or destroyed,
or restrict processing
Claim compensation for damages caused by a breach of the data protection regulations

To exercise any of these rights, please contact our Data Protection Officer.
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Complaints
We take any complaints about our collection and use of personal information very seriously.
If you think that our collection or use of personal information is unfair, misleading or inappropriate,
or have any other concern about our data processing, please raise this with us in the first instance.
To make a complaint, please contact our Data Protection Officer.
Alternatively, you can make a complaint to the Information Commissioner’s Office:




Report a concern online at https://ico.org.uk/concerns/
Call 0303 123 1113
Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

Contact us
If you have any questions, concerns or would like more information about anything mentioned in
this privacy notice, please contact our Data Protection Officer:
Schools’ Choice
Endeavour House
8 Russell Road
Ipswich
IP1 2BX
Telephone: 01473 260700
Email: data.protection@schoolschoice.org
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47. Appendix 12: Acceptable Use - Declaration for Staff
In signing this document staff are acknowledging that they have read and understood the
implications of the current Albany Information Management Handbook (including Acceptable use
of Information Technology) policy, its implications for their own use of IT and the way they use IT
with students, parents, carers and other professionals.
Where staff are unsure of the implications of the policy it is their responsibility to ensure they
seek clarification before signing this acceptance.
Staff signing this policy acknowledge that it has implications for their use of IT, in particular social
networking, beyond school, and that any action which is inconsistent with this policy, whether
using Albany property or their own personal property, in school time or beyond, may result in
disciplinary procedures where it is deemed necessary.
Staff Name:

...................................................................................

Job Title:

...................................................................................

Signature:

...................................................................................

Date:

...................................................................................

Headteacher Signature:

...................................................................................

Annual Renewal of Declaration
Signature of Acceptance
(including any amendments to current policy)

Date

This document will be kept in the personal file of the member of staff named above.
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48. Appendix 13: Form 8 Responsible Use of IT Facilities and the Internet – Guidance for
Students
The IT system (including hardware, software and data) is owned by the school.
This Responsible Internet Use statement helps to protect students and the school
by clearly stating what use of the computer resources is acceptable and what
is not.
 Students must not connect personal devices to the school’s Wi-Fi network.
 IT facilities may only be used in the presence of a member of staff.
 Network access must be made via the student’s authorised user account
and password, which must not be given to any other person.
 Students must not access the school network using someone else’s details.
 School computer and Internet use must be appropriate to the student's
education.
 The school network uses Smoothwall website filtering, however students
should immediately inform a member of staff if they find any material
which is inappropriate and may cause upset or distress to themselves or
any member of the school community.
 School constantly monitors use of its IT facilities and systems including the
type of websites accessed, particularly when unauthorised use is
suspected.


Irresponsible use of internet access is likely to result in the loss of this service.

 Copyright and intellectual property rights must be respected.
 The use of public or unregulated chat rooms or social networking sites is
not permitted.
 The school IT systems may not be used for private purposes, unless the
Headteacher has given permission for that use.
 Use for personal financial gain, gambling, political purposes or advertising
is not permitted.
 IT system security must be respected.
Please Remember: it is a criminal offence to use a computer for a purpose
not permitted by the system owner.

After reading the statement above please sign the consent form on the reverse
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Name of Student






Year Group

I have read the Responsible Use of IT Facilities and the Internet statement.
I am aware of the need to use IT facilities and the internet safely and responsibly, so as not
to cause harm or offence or act illegally.
I will use the equipment and internet access provided to me by the school appropriately
at all times.
I understand that if I fail to do the above, I may not be allowed to access IT facilities as a
result.

Signed

Date

Name of Parent/
/Carer






I have read the Responsible Use of IT Facilities and the Internet statement.
I give permission for my son/daughter to use the IT facilities and access the internet.
I understand that the school will take all reasonable precautions to ensure students cannot
access inappropriate materials.
I understand that the school cannot be held responsible for the nature or content of
materials accessed through the Internet.
I agree that the school is not liable for any damages arising from use of the Internet
facilities.

Signed

Date

Parent/Carer consent for the publication of work or photographs to appear online





I agree that, if selected, my son / daughter’s work may be published on the school
website.
I also agree that photographs that include my son / daughter may be published subject
to the school rules and that full names will not be used.
If you wish to withdraw your consent at any time please contact the school office.

Signed

Date
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49. Appendix 14: Albany Privacy Notices

Governor Privacy Notice
This Privacy Notice is to help you understand how and why we collect your personal information
and what we do with that information. It also explains the decisions you can make about your own
information.
Who We Are
Under Data Protection legislation, the school is a data controller.
The contact details for the school are as follows:
The Albany, Beard Road, Bury St Edmunds, IP32 6SA
Our Data Protection Officer
The school’s data protection officer is:
Schools’ Choice, Endeavour House, 8 Russell Road, Ipswich, IP1 2BX

What is ‘Personal Data’?
Personal data is information that we hold about you and which identifies you. This includes
information such as your name, date of birth, nationality, address, next of kin, occupation, dietary
and medical details, your photograph. Vehicle details for those authorised to use the School car
parks also count as personal data.
How and why do we collect and use your personal data?
The School uses your personal data in order for you to act as a Governor of the School and for
compliance purposes.
Examples of how we collect your data are:





Your CV and biography
Governor Form
Declaration of Interests Form
Verbal or written information from you or others

What personal data does the School process?
Below are some of examples of the ways in which we use your data:




We use your details to contact you by email, post or telephone;
We collect details of your nationality to check your right to work in the UK;
We collect employment information, as well as other information that may lead to a conflict
of interest in your role as Governor, such as any appointments, whether you have any
children at the School, whether you have a contractual relationship with the Trust, etc.
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We record your attendance at meetings;
We monitor the timescale of your role as a Governor;
We record your skills that you provided in the Governor Form in order for us to assess the
skills set across the Governing Body;
If someone makes a complaint we may need to use your information to ensure that we
deal with this properly;
We may, on occasion, use photographs or videos of you for the School’s website, social
media sites, local news, prospectus and other marketing or teaching materials. We may
continue to use these photographs and videos after you leave the Governing Body. For
more information please see the school Information Management Handbook.

Who has access to your data?
The majority of your personal data collected will remain with the School and only used by the
people who need to know the information. However there are some instances where the School
will need to share your personal data with other parties, for example:










We share your name and role on the Governing body publicly on the School’s website;
The Government. For example, we are legally required to provide some information, such
as to Companies House or the Charity Commission. We will also share your information
with the Department of Education when performing the Disclosure and Barring Service
check;
The School’s Bank for money laundering due diligence purposes;
If you have worked full time in another country in the last five years for more than three
months, the School will ask that you contact the relevant place of work for a reference;
Where needed, legal experts or other professionals/consultants/advisors to ensure we fulfil
our obligations.
Inspectors;
Third party companies, such as web applications, to assist with Governor processes;
Third party ‘cloud computing’ services are used at School to store some information.

We will only share your information with other people or organisations when we have a good
reason to do so and where the School is assured that your data will be kept securely. In
exceptional circumstances, we may need to share it more widely than we would normally.
Sharing data outside the UK
We may send your information to countries which do not have the same level of protection for
personal information as there is in the EU. For example, we may communicate with you by email
when you are overseas.
The European Commission has produced a list of countries which have adequate data protection
rules and therefore do not need further safeguards in place. The list is available here
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/adequacy-protection-personaldata-non-eu-countries_en#dataprotectionincountriesoutsidetheeu.

If the country that we send your information to is not on the list or is not a country within the
European Economic Area (which means countries in the EU, Liechtenstein, Norway and Iceland),
then it might not have the same level of protection for personal information as there is in the UK.
If the School is aware of any data that it intends on sending to countries without adequate data
protection, we will inform you.
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Our legal grounds for using your personal data
The information below contains the legal grounds in which we rely on to handle your personal
data.





For the School’s legitimate interests, such as ensuring the effective running of the
School, looking after the School community, advertising and improving the School.
For a legal obligation, such as disclosing your data to third parties such as the
Government, Police and Local Authority where we are legally obliged to do so.
For your or someone else’s vital interests, for example in an extreme emergency.
For the public interest, for example safeguarding and promoting the welfare of children,
facilitating the effective operation of the School and for providing education services.

There are special categories of your personal data that need to be treated particularly sensitively
and the School therefore has to further justify why it may need to use such data. These data types
include racial or ethnic origin, political opinions, religious or philosophical beliefs, health
information, details of criminal or suspected criminal convictions. Our justifications for processing
these types of data are:








You have given explicit consent;
To carry out our obligations in the field of employment or social security and social
protection law;
To protect yours or someone else’s vital interests;
You have already made the data manifestly public;
For the purposes of a legal claim;
There is a substantial public interest;
For the provision of health or social care or treatment.

Consent
On some occasions the School may ask for your consent to use your personal data. You may
take back this consent at any time. However, any use the School has made of your information
before you withdraw your consent will still be valid.
Please note that there are some circumstances where the School will not be able to accept your
request for consent withdrawal as we may be relying on another justification for processing your
data.
Your Rights
Individuals have a number of rights under Data Protection law which you can exercise. These
include:




If the data we have on you is incorrect, you can ask us to correct it;
You can ask us to delete the information we hold on you in certain circumstances, such as
when we no longer need the information;
You can ask what information we hold about you and be provided with a copy. We will also
give you extra information, such as why we use the information, where it came from and
what types of people/organisations it has been sent to;
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You can ask the School to restrict the use of your information where it is inaccurate,
unlawful, no longer needed or where your right to object is apparent. This will be balanced
with the School’s legitimate interests for using the data;
You can ask the School to send you or another organisation certain types of information
about you in a machine-readable format.

How long do we keep your personal data for?
The School will keep your data for as long as you are on the Governing Body.
circumstances, such as for safeguarding, we will keep the information indefinitely.

In some

We adhere to the guidelines contained in the Information Records Management Service Toolkit
for Academies 2019 when disposing or archiving data.
Contact
If you have any questions or concerns about the information in this Notice or your rights, you can
contact the School using the details above. Alternatively, if you are still not satisfied with the way
the School has handled your personal data, you can contact the Information Commissioner’s
Office on 0303 123 1113. For more information, please see https://ico.org.uk/concerns/.
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Employee Privacy Notice
The school collects and processes personal data relating to its employees to manage the
employment relationship. The school is committed to being transparent about how it collects and
uses that data and to meeting its data protection obligations.
Who We Are
Under Data Protection legislation, the school is a data controller.
The contact details for the school are as follows:
The Albany, Beard Road, Bury St Edmunds, IP32 6SA
Our Data Protection Officer
The school’s data protection officer is:
Schools’ Choice, Endeavour House, 8 Russell Road, Ipswich, IP1 2BX

Categories of Information
The school collects and processes a range of information about its employees. This includes:
 your name, address and contact details, including email address and telephone
number, date of birth and gender;
 the terms and conditions of your employment;
 details of your qualifications, skills, experience and employment history, including start
and end dates, with previous employers and with the organisation;
 information about your remuneration, including entitlement to benefits such as
pensions;
 details of your bank account and national insurance number;
 information about your marital status, next of kin, dependants and emergency contacts;
 information about your nationality and entitlement to work in the UK;
 information about your criminal record;
 details of your schedule (days of work and working hours) and attendance at work;
 details of periods of leave taken by you, including holiday, sickness absence and family
leave, and the reasons for the leave;
 details of any disciplinary or grievance procedures in which you have been involved,
including any warnings issued to you and related correspondence;
 assessments of your performance, including appraisals, performance reviews and
ratings, performance improvement plans and related correspondence;
 information about medical or health conditions, including whether or not you have a
disability for which the organisation needs to make reasonable adjustments; and
 equal opportunities monitoring information including information about your ethnic
origin, sexual orientation and religion or belief.
The school may collect this information in a variety of ways. For example, data might be collected
through application forms; obtained from your passport or other identity documents such as your
driving licence; from forms completed by you at the start of or during employment (such as benefit
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nomination forms); from correspondence with you; or through interviews, meetings or other
assessments.
In some cases, the school may collect personal data about you from third parties, such as
references supplied by former employers, information from employment background check
providers and information from criminal records checks permitted by law.
Data will be stored in a range of different places, including in your personnel file, in the school’s
HR management systems and in other IT systems (including the school's email system).
Why We Collect and Use This Information
The school needs to process data to enter into an employment contract with you and to meet its
obligations under your employment contract. For example, it needs to process your data to
provide you with an employment contract, to pay you in accordance with your employment
contract and to administer benefit, pension and insurance entitlements.
In some cases, the school needs to process data to ensure that it is complying with its legal
obligations. For example, it is required to check an employee's entitlement to work in the UK, to
deduct tax, to comply with health and safety laws and to enable employees to take periods of
leave to which they are entitled.
In other cases, the school has a legitimate interest in processing personal data before, during and
after the end of the employment relationship. Processing employee data allows the organisation
to:












run recruitment and promotion processes;
maintain accurate and up-to-date employment records and contact details (including
details of who to contact in the event of an emergency), and records of employee
contractual and statutory rights;
operate and keep a record of disciplinary and grievance processes, to ensure
acceptable conduct within the workplace;
operate and keep a record of employee performance and related processes, to plan for
career development, and for succession planning and workforce management
purposes;
operate and keep a record of absence and absence management procedures, to allow
effective workforce management and ensure that employees are receiving the pay or
other benefits to which they are entitled;
obtain occupational health advice, to ensure that it complies with duties in relation to
individuals with disabilities, meet its obligations under health and safety law, and ensure
that employees are receiving the pay or other benefits to which they are entitled;
operate and keep a record of other types of leave (including maternity, paternity,
adoption, parental and shared parental leave), to allow effective workforce
management, to ensure that the organisation complies with duties in relation to leave
entitlement, and to ensure that employees are receiving the pay or other benefits to
which they are entitled;
ensure effective general HR and business administration;
provide references on request for current or former employees; and
respond to and defend against legal claims.
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Some special categories of personal data, such as information about health or medical conditions,
is processed to carry out employment law obligations (such as those in relation to employees with
disabilities).
Where the school processes other special categories of personal data, such as information about
ethnic origin, sexual orientation or religion or belief, this is done for the purposes of equal
opportunities monitoring. This is to carry out its obligations and exercise specific rights in relation
to employment. You not need to disclose this information if you prefer not to do so.
Who has access to data?
Your information may be shared internally, including with members of the HR and recruitment
team (including payroll), your line manager, senior managers and IT staff if access to the data is
necessary for performance of their roles.
The school shares your data with third parties in order to obtain pre-employment references from
other employers, obtain employment background checks from third-party providers and obtain
necessary criminal records checks from the Disclosure and Barring Service. In those
circumstances the data will be subject to confidentiality arrangements.
The school also shares your data with third parties that process data on its behalf, in connection
with payroll, HR, the provision of benefits and the provision of occupational health services.


the Department for Education (DfE) - we share personal data with the Department for
Education (DfE) on a statutory basis. This data sharing underpins workforce policy
monitoring, evaluation, and links to school funding/expenditure and the assessment
educational attainment.

The school will not transfer your data to countries outside the European Economic Area.
How Does the School Protect Data?

The school takes the security of your data seriously. The school has internal policies and controls
in place to try to ensure that your data is not lost, accidentally destroyed, misused or disclosed,
and is not accessed except by its employees in the performance of their duties.
Staff records can only be accessed by HR staff and the Head Teacher.

Where the school engages third parties to process personal data on its behalf, they do so on the
basis of written instructions, are under a duty of confidentiality and are obliged to implement
appropriate technical and organisational measures to ensure the security of data.
For How Long Does the School Keep Data?
The school will hold your personal data for the duration of your employment.
The period for which your data is held after the end of employment are date of termination of
employment plus 6 years.
Data Collection Requirements
The DfE collects and processes personal data relating to those employed by schools (including
Multi Academy Trusts) and local authorities that work in state funded schools (including all
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maintained schools, all academies and free schools and all special schools including Pupil
Referral Units and Alternative Provision). All state funded schools are required to make a census
submission because it is a statutory return under sections 113 and 114 of the Education Act 2005
To find out more about the data collection requirements placed on us by the Department for
Education including the data that we share with them, go to https://www.gov.uk/education/data-collectionand-censuses-for-schools.
The department may share information about school employees with third parties who promote
the education or well-being of children or the effective deployment of school staff in England by:




conducting research or analysis
producing statistics
providing information, advice or guidance

The department has robust processes in place to ensure that the confidentiality of personal data
is maintained and there are stringent controls in place regarding access to it and its use. Decisions
on whether DfE releases personal data to third parties are subject to a strict approval process
and based on a detailed assessment of:





who is requesting the data
the purpose for which it is required
the level and sensitivity of data requested; and
the arrangements in place to securely store and handle the data

To be granted access to school workforce information, organisations must comply with its strict
terms and conditions covering the confidentiality and handling of the data, security arrangements
and retention and use of the data.
For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

To contact the department: https://www.gov.uk/contact-dfe
Requesting Access to Your Personal Data
As a data subject, you have a number of rights. You can:





access and obtain a copy of your data on request;
require the school to change incorrect or incomplete data;
require the school to delete or stop processing your data, for example where the data
is no longer necessary for the purposes of processing; and
object to the processing of your data where the school is relying on its legitimate
interests as the legal ground for processing.

If you would like to exercise any of these rights, please contact:
Nicki Hayward (Information Manager) nicolahayward@albanypru.co.uk Tel: 01284 754065
If you have a concern about the way we are collecting or using your personal data, we ask that
you raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/
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What If You Do Not Provide Personal Data?
You have some obligations under your employment contract to provide the school with data. In
particular, you are required to report absences from work and may be required to provide
information about disciplinary or other matters under the implied duty of good faith. You may also
have to provide the school with data in order to exercise your statutory rights, such as in relation
to statutory leave entitlements. Failing to provide the data may mean that you are unable to
exercise your statutory rights.
Certain information, such as contact details, your right to work in the UK and payment details,
have to be provided to enable the school to enter a contract of employment with you. If you do
not provide other information, this will hinder the school’s ability to administer the rights and
obligations arising as a result of the employment relationship efficiently.
Employment decisions are not based solely on automated decision-making.
Further information
If you would like to discuss anything in this privacy notice, please contact:
Data Protection Officer
Schools’ Choice
Endeavour Road
Ipswich
IP1 2BX
Telephone: 01473 260700
Email: data.protection@schoolschoice.org
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Pupil Privacy Notice
You have a legal right to be informed about how our school uses any personal information that
we hold about you. To comply with this, we provide a ‘privacy notice’ to you where we are
processing your personal data.
This privacy notice explains how we collect, store and use personal data about you.
Who We Are
We are the ‘data controller’ for the purposes of data protection law.
The contact details for the school are as follows:
The Albany, Beard Road, Bury St Edmunds, IP32 6SA
The school’s data protection officer is:
Schools’ Choice, Endeavour House, 8 Russell Road, Ipswich, IP1 2BX

The Personal Data We Hold
We hold some personal information about you to make sure we can help you learn and look after
you at school.
For the same reasons, we get information about you from some other places too – like other
schools, the local council and the government.
This information includes:







Your contact details
Your test results
Attendance information (such as sessions attended, number of absences and absence
reasons)
Characteristics (such as ethnicity, language, nationality, and free school meal eligibility)
Photographs
Special educational needs information

Why We Use This Data

We use this data to help run the school, including to:







check how you’re doing in exams and work out whether you or your teachers need any
extra help
look after your wellbeing
assess the quality of our services
fulfil our contractual and other legal obligations
provide additional activities, for example, vocational provision and challenge learning
get in touch with you and your parents when we need to

Our legal basis for using this data

We will only collect and use pupil information when the law allows us to. Most often, we will use
your information where:
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We need to comply with the law
We need to use it to carry out a task in the public interest (in order to provide you with an
education)

Sometimes, we may also use the personal information where:



You, or your parents/carers have given us permission to use it in a certain way
We need to protect your interests (or someone else’s interest)

Where we have got permission to use your data, you or your parents/carers may withdraw this at
any time. We will make this clear when we ask for permission, and explain how to go about
withdrawing consent.
Some of the reasons listed above for collecting and using the information overlap, and there may
be several grounds which mean we can use the data.
Collecting this Information

While in most cases you, or your parents/carers, must provide the personal information we need
to collect, there are some occasions when you can choose whether or not to provide the data.
We will always tell you if it’s optional. If you must provide the data, we will explain what might
happen if you don’t.
How we store this data

We have an Information Management Handbook which sets out how long we must keep
information about pupils.
Who We Share Your Information With

We routinely share pupil information with :








schools that you attend after leaving us
Post 16 organisations that you attend after leaving us
our local authority
your family and representatives
professional bodies
the Department for Education (DfE)
external agencies such as police forces and the NHS

Why We Share Your Information

We do not share information about you with anyone without consent unless the law and our
policies allow us to do so.
We share your data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring.
Data Collection Requirements

To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to:
https://www.gov.uk/education/data-collection-and-censuses-for-schools.
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Youth Support Services

Once you reach the age of 13, we are legally required to pass on certain information about you
to our local authority and/or provider of youth support services as it has legal responsibilities
regarding the education or training of 13-19 year-olds.
This enables them to provide services as follows:



youth support services
careers advisers

Your parents/carers, or you once you’re 16, can contact our data protection officer to ask us to
only pass your name, address and date of birth to their local authority or provider of youth support
services.
The National Pupil Database (NPD)
We are required to provide information about you to the Department for Education (a government
department) as part of data collections such as the school census.
Some of this information is then stored in the National Pupil Database, which is managed by the
Department for Education and provides evidence on how schools are performing. This, in turn,
supports research.
The database is held electronically so it can easily be turned into statistics. The information it
holds is collected securely from schools, local authorities, exam boards and others.
The Department for Education may share information from the database with other organisations
which promote children’s education or wellbeing in England. These organisations must agree to
strict terms and conditions about how they will use your data.
You can find more information about this on the Department for Education’s webpage on how it
collects and shares research data.
You can also contact the Department for Education if you have any questions about the database.
How to access personal information we hold about you

You can find out if we hold any personal information about you, and how we use it, by making a
‘subject access request’, as long as we judge that you can properly understand your rights and
what they mean.
If we do hold information about you, we will:







Give you a description of it
Tell you why we are holding and using it, and how long we will keep it for
Explain where we got it from, if not from you or your parents
Tell you who it has been, or will be, shared with
Let you know if we are using your data to make any automated decisions (decisions being
taken by a computer or machine, rather than by a person)
Give you a copy of the information

Page 67 of 72

You may also ask us to send your personal information to another organisation electronically in
certain circumstances.
If you want to make a request please contact:
Nicki Hayward (Information Manager) nicolahayward@albanypru.co.uk Tel: 01284 754065
Your other rights over your data
You have other rights over how your personal data is used and kept safe, including the right to:






Say that you don’t want it to be used if this would cause, or is causing, harm or distress
Stop it being used to send you marketing materials
Say that you don’t want it used to make automated decisions
Have it corrected, deleted or destroyed if it is wrong, or restrict our use of it
Claim compensation if the data protection rules are broken and this harms you in some
way

If you have a concern about the way we are collecting or using your personal data, we request
that you raise your concern with us in the first instance. Alternatively, you can contact the
Information Commissioner’s Office at https://ico.org.uk/concerns/
Complaints
We take any complaints about how we collect and use your personal data very seriously, so
please let us know if you think we’ve done something wrong.
You can make a complaint at any time by contacting our data protection officer.
You can also complain to the Information Commissioner’s Office in one of the following ways:




Report a concern online at https://ico.org.uk/concerns/
Call 0303 123 1113
Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

Further information
If you would like to discuss anything in this privacy notice, please contact:
Data Protection Officer
Schools’ Choice
Endeavour Road
Ipswich
IP1 2BX
Telephone: 01473 260700
Email: data.protection@schoolschoice.org
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Job Applicant Privacy Notice
As part of any recruitment process, the school collects and processes personal data relating to
job applicants.
Under data protection law, individuals have a right to be informed about how the school uses any
personal data we hold about them. We comply with this right by providing ‘privacy notices’
(sometimes called ‘fair processing notices’) to individuals where we are processing their personal
data.
This privacy notice explains how we collect, store and use personal data about individuals
applying for jobs at our school.
Successful candidates should refer to our privacy notice for employees for information about how
their personal data is collected, stored and used.
Who We Are
Under Data Protection legislation, the school is a data controller.
The contact details for the school are as follows:
The Albany, Beard Road, Bury St Edmunds, IP32 6SA
Our Data Protection Officer
The school’s data protection officer is:
Schools’ Choice, Endeavour House, 8 Russell Road, Ipswich, IP1 2BX

What Information Does the School Collect?
The school collects a range of information about you. This includes:






your name, address and contact details, including email address and telephone number;
details of your qualifications, skills, experience and employment history;
information about your current level of remuneration, including benefit entitlements;
whether or not you have a disability for which the school needs to make reasonable
adjustments during the recruitment process; and
information about your entitlement to work in the UK.
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The school may collect this information in a variety of ways. For example, data might be contained
in application forms, obtained from your passport or other identity documents, or collected through
interviews or other forms of assessment.
The school may also collect personal data about you from third parties, such as references
supplied by former employers, information from employment background check providers and
information from criminal records checks.
Data will be stored in a range of different places, including on your application record, in HR
management systems and on other IT systems (including email).
Why Does the School Process Personal Data?
The purpose of processing this data is to aid the recruitment process by:





Enabling us to establish relevant experience and qualifications
Facilitating safe recruitment, as part of our safeguarding obligations towards pupils
Enabling equalities monitoring
Ensuring that appropriate access arrangements can be provided for candidates that
require them

The school needs to process data to take steps at your request prior to entering into a contract
with you. It may also need to process your data to enter into a contract with you.
In some cases, the school needs to process data to ensure that it is complying with its legal
obligations. For example, it is required to check a successful applicant's eligibility to work in the
UK before employment starts.
Our lawful basis for using this data
We only collect and use personal information about you when the law allows us to. Most
commonly, we use it where we need to:



Comply with a legal obligation
Carry out a task in the public interest

Less commonly, we may also use personal information about you where:



You have given us consent to use it in a certain way
We need to protect your vital interests (or someone else’s interests)

Where you have provided us with consent to use your data, you may withdraw this consent at
any time. We will make this clear when requesting your consent, and explain how you go about
withdrawing consent if you wish to do so.
Some of the reasons listed above for collecting and using personal information about you overlap,
and there may be several grounds which justify the school’s use of your data.
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Who Has Access to Data?
Your information may be shared internally for the purposes of the recruitment exercise. This includes
members of the HR and recruitment team, interviewers involved in the recruitment process, managers in
the area with a vacancy and IT staff if access to the data is necessary for the performance of their roles.
In line with Keeping Children Safe in Education, the school will contact former employers to obtain
references potentially prior to interview.

The school will then share your data with employment background check providers to obtain
necessary background checks and the Disclosure and Barring Service to obtain necessary
criminal records checks.
Where it is legally required, or necessary (and it complies with data protection law), we may share
personal information about you with:





Our local authority – to meet our legal obligations to share certain information with it, such
as shortlists of candidates for a headteacher position
Suppliers and service providers – to enable them to provide the service we have contracted
them for, such as HR and recruitment support
Professional advisers and consultants
Employment and recruitment agencies

Transferring data internationally
Where we transfer personal data to a country or territory outside the European Economic Area,
we will do so in accordance with data protection law.
How Does the School Protect Data?
The school takes the security of your data seriously. It has internal policies and controls in place
to ensure that your data is not lost, accidentally destroyed, misused or disclosed, and is not
accessed except by our employees in the proper performance of their duties.
For How Long Does the School Keep Data?
If your application for employment is unsuccessful, the school will hold your data on file for 6
months after the end of the relevant recruitment process. At the end of that period, your data is
deleted or destroyed.
If your application for employment is successful, personal data gathered during the recruitment
process will be transferred to your personnel file and retained during your employment. The
periods for which your data will be held will be provided to you in a new privacy notice.
Your Rights
As a data subject, you have a number of rights. You can:




access and obtain a copy of your data on request;
require the school to change incorrect or incomplete data;
require the school to delete or stop processing your data, for example where the data is
no longer necessary for the purposes of processing; and
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object to the processing of your data where the school is relying on its legitimate interests
as the legal ground for processing.

If you would like to exercise any of these rights, please contact:
Nicki Hayward (Information Manager) nicolahayward@albanypru.co.uk Tel: 01284 754065
If you have a concern about the way we are collecting or using your personal data, we ask that
you raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/
What If You Do Not Provide Personal Data?
You are under no statutory or contractual obligation to provide data to the school during the
recruitment process. However, if you do not provide the information, the school may not be able
to process your application properly or at all.
Automated decision-making
Recruitment decisions are not based on automated decision-making.
Further information
If you would like to discuss anything in this privacy notice, please contact:
Data Protection Officer
Schools’ Choice
Endeavour Road
Ipswich
IP1 2BX
Telephone: 01473 260700
Email: data.protection@schoolschoice.org
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